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OIIPEJAEJIEHUSA

B HacTosAmEeM TOKyMEHTE HCIIONIB3YIOTCS CIEAYIOLINE TEPMUHBI U UX ONPENCICHUS.

ABTOMATH3MPOBAHHAs CHCTeMa — CHUCTEMa, COCTOsLIas U3 IMEepCoHala U KOMIUIEKCa
CPEACTB aBTOMAaTHU3ALMUHU €ro JAEATE]bHOCTH, pealu3ylollas HH(POPMALMOHHYIO TEXHOJIOTUIO
BBITOJIHEHUS YCTAaHOBJICHHBIX ()YHKITHIA.

AyTeHTHQUKALUA OTHPABUTENA JAHHBIX — IOATBEPKICHUE TOrO, YTO OTIPABUTEIb
IIOJIyYEHHBIX JAHHBIX COOTBETCTBYET 3asBIICHHOMY.

be3onacHOCTh NMEPCOHAIBHBIX JAHHBIX — COCTOSHHE 3alUILEHHOCTH IEPCOHAIBHBIX
JAHHBIX, XapakTepu3yemoe CIIOCOOHOCTBIO  TIOJIb30BATENCH, TEXHUYECKHUX CPEICTB H
MH(QOPMALIMOHHBIX TEXHOJOTHH 0becneunTs KOH(DUACHINATIBbHOCTb, IEIOCTHOCTh U IOCTYITHOCTb
NEePCOHATBHBIX JAHHBIX MpU UX 00paboTKe B HMH(GOPMALMOHHBIX CHCTEMaxX MEPCOHAIBHBIX
JAaHHBIX.

Bunomerpnuyeckne mnepcoHa/IbHble JaHHbIE — CBEJICHUS, KOTOPHIE XapaKTEPU3YIOT
(GU3MOJIOrMUeCKue OCOOCHHOCTH YEJIOBEKAa M HAa OCHOBE KOTOPBIX MOXHO YCTAaHOBUTb €ro
JMYHOCTh, BKIO4asg ¢ororpaduu, OTINEYaTKU MaiblieB, 00pa3 CeTYyaTKW IJiaza, 0COOCHHOCTH
CTPOEHUS Tejla U APYT'YyIo M0J00HY0 HH(POPMALIHUIO.

BiokupoBaHnue mepcoHAJNILHBIX JaHHBIX — BPEMEHHOE IpekpaieHue coopa,
CUCTEMaTH3alluy, HAaKOIUICHHs, UCIIOJIb30BAaHUS, PAacCIpOCTPaHEHMs], NEPCOHAIBHBIX JIaHHBIX, B
TOM YHCIIE UX MEepeaayu.

Bupyc (KoMNbIOTepHBIA, MPOrPAMMHBIN) — HCIOJHAEMbIH MPOrPaMMHBIA KOJA WIH
UHTEPIIPETUPYEMbIii HAaOOp HMHCTPYKIMH, OOJaJaroIiuii CBOWCTBAMH HECAHKIHMOHUPOBAHHOTO
pacrpocTpaHeHus 1 camoBocnpousBeieHus. Co3aaHHble TyOIuKaThl KOMIIBIOTEPHOI'O BUpYca He
BCErJa COBIAJAlOT C OPUTHMHAJIOM, HO COXPAHSIOT CIOCOOHOCTh K JajbHeHiemMy
pacpoCTPaHEHUIO U CAMOBOCIIPOU3BEACHHUIO.

BpenonocHasi mporpamma — nporpamma, IpeAHa3sHAuY€HHas JJIs OCYILECTBIIECHUS
HECAaHKLIMOHUPOBAHHOTO JI0CTYIAa U (MJIM) BO3JEHCTBUS HA NEPCOHAIbHBIE JJAHHbBIE WIIM PECYPCHI
UH(POPMAITMOHHON CUCTEMBI IEPCOHANBHBIX TAHHBIX.

BcnomoraresibHbIe TeXHHYECKHE CPEICTBA M CHCTEMBbI — TEXHUYECKHUE CPEICTBA U
CHCTEMBI, HE TpeJHa3HauYEHHbIE JJIs Iepeaadn, oOpabOTKU M XpaHEHUsS MEPCOHAIBHBIX JaHHbIX,
YCTaHABIMBAEMbIE COBMECTHO C TEXHUYECKMMM CPENCTBAMHU M CUCTEMAMH, IIPEIHA3HAYEHHBIMU
JUist  00pabOTKM MEpPCOHANbHBIX JAHHBIX WIM B IIOMEIIEHUSX, B KOTOPBIX YCTaHOBJIEHBI
MH(OPMAIMOHHBIE CUCTEMBI IEPCOHATBHBIX JAHHBIX.

JocTtyn B OnepauMoHHYW cpeay KoMibloTepa (MHPOPMALMOHHOW CHCTEMbI
NEePCOHAJBHBIX JAaHHBIX) — MOJTYYEHHE BO3MOYKHOCTH 3aITyCKa Ha BBIOJHEHHE IUTATHBIX KOMAHI,
(GYHKLMIH, TPOLEAYp ONEpPallIOHHON CHCTeMbl (YHUUTOXKEHMs, KOIMPOBAHMUS, MEpEMEICHUs] U T.IL.),
UCTIOJTHSIEMBIX (haiiJIOB MPUKIIAIHBIX IPOrPaMM.

Joctyn k nHgpopManMu — BO3MOKHOCTb ITOTy4eHHsI THPOPMAIIMK U €€ UCII0JIb30BaHuU.

3aky1a104HOe YCTPOICTBO — AJIEMEHT CPECTBA CheMa MH(OPMALMH, CKPBITHO BHEAPSEMbIN
(3aKyanpIBacMblii WJIM BHOCHMBIM) B MECTa BO3MOKHOTO CheMa HMHQpoOpMaly (B TOM YHCIE B
OrpaxeHue, KOHCTPYKIIMIO, 000pyI0BaHKE, TIPEAMETHI HHTEPhEpa, TPAHCTIOPTHBIE CPEZICTBA, A TAKXKE B
TEXHUYECKUE CPEJICTBA M CUCTEMBI 00pabOTKH HH(POPMAIIHH).

3ammmaemas nHdopmanusa — vHGopMaIWs, ABIAOMIASACT MPEIMETOM COOCTBEHHOCTH MU
MO/IeKaIlasl 3allliTe B COOTBETCTBUM C TPeOOBAaHMSMHU IPABOBBIX JOKYMEHTOB WM TPeOOBaHUSMY,
yCTaHABJIMBaEMbIMU COOCTBEHHMKOM MH(OPMALINH.

HNnentudukanus — IprUCBOCHNE CYObEKTaM M 0OBEKTaM JOCTyIa UACHTH(UKATOpa U (VITH)
CpaBHEHHE NPEABSBIIIEMOr0 HICHTU(HKATOpa C IIepeuHeM PHUCBOECHHBIX UACHTU(PHKATOPOB.

Hucruryt — OI'BOY BIIO «XabapoBckuil rocyaapCcTBEHHBI MHCTUTYT HCKYCCTB U
KYJIBTYpPBI».

HNHpopMaTHBHBIN CUTHAJ — 3JIEKTPUYECKUE CUTHAIIBI, AKYCTUUECKUE, JIIEKTPOMArHUTHBIE U
Jpyrue (usnueckre Mois, MO MapaMerpaM KOTOPhIX MOXET ObITh PacKpblTa KOH(HICHIMATbHASL



uHpopmanys (TlepcoHANIbHBIEC JaHHbIE) 00padarbiBacMasi B MH(OPMAIIMOHHOW CHUCTEME MEPCOHATBHBIX
JTAHHBIX.

HNudopmanuonHas cucremMa nepcoHaJbHbIX AaHHbIX (MCIIH) — nadopmanmonHas
CUCTEeMa, MpeJCTaBisdtonias coO0H COBOKYIHOCTb IMEPCOHAJIbHBIX JIaHHBIX, COIEpPXKAIIUXCS B
0a3e JaHHBIX, a TaKKe MH()OPMAITMOHHBIX TEXHOJOTHH U TEXHHUYECKHX CPEJICTB, MO3BOJISIOLINX
OCYIIECTBIISITh 00pabOTKY TaKUX MEPCOHANbHBIX JAaHHBIX C MCIOJIb30BAaHUEM CPEICTB
aBTOMATH3aIMK WK 0€3 UCTI0Ib30BAHUS TAKUX CPE/ICTB.

NudopmanuoHHble TEeXHOJOIMM — TIPOLIECCHL, METOMABI IOWCKa, cOOpa, XpaHEHWs,
00pabOTKH, TIPEIOCTABICHHS, PACTIPOCTPAHECHHUST WMH(POPMAIMK M CHOCOOBI OCYIIECTBICHHS TaKHX
MIPOLIECCOB U METOJIOB.

Hcnonb3oBaHue nmepcoHAIbHBIX JAHHBIX — JEHCTBUS (OIEpaluy) C MEPCOHAIbHBIMU
JAaHHBIMU, COBEpILAEMbIE OMEPATOPOM B LENSIX MPUHATUS PEUICHUH WIM COBEPIICHHUS] HWHBIX
NeHCTBUH, TOPOXKIAIOIINX IOPUANYECKHIE MMOCIEICTBUS B OTHOIICHUN CyOBEKTa MEepCOHATBHBIX
JAHHBIX WK APYTUX JUL JU00 MHBIM 00pa3oM 3aTparuBarolIMX IpaBa U CBOOOJIBI CyOBEKTa
NEPCOHAIBHBIX JaHHBIX WU APYIUX JIMII.

HcTouHuk yrpo3bl 0Oe3onmacHocTH HHGpopMamMM — CyOBEKT JOCTYNA, MaTepHATHbHBINA
00BEKT WM (DH3MYECKOe SIBJICHHUE, SBIIFOLIMECS MMPUYMHON BO3HMKHOBEHHS YIPO3bI 0€30MacHOCTH
uHpopmanuu.

KonTposmmpyemasi 30Ha — nIpoCcTpaHCTBO (TEPPUTOPHS, 3[aHUE, YACTh 3aHUS, IOMEILIEHNE), B
KOTOPOM HCKJTIOYEHO HEKOHTPOJIMPYeMOe MpeObIBaHHE MMOCTOPOHHMX JIMI, a TAKXkKe TPAHCIIOPTHBIX,
TEXHUUYECKHUX Y MHBIX MaTepUAIbHBIX CPEJICTB.

KonduaeHunaabHOCTh MEPCOHAJNBHBIX JAHHBIX — 00s3aTelIbHOE Ui COONIOCHHMS
OIEPaTopoM WM HMHBIM TOJYYHMBIIMM JOCTYI K TEPCOHATBHBIM JAHHBIM JIMIIOM TpeOOBaHWE He
JIOITyCKaTh MX pacrlpocTpaHeHue Oe3 cornacks CyObeKTa MEepCOHATBHBIX JAHHBIX WM HAJIMYUSI UHOTO
3aKOHHOT'O OCHOBAHUSI.

Me:kceTeBoii  IKpaH —  JIOKTbHOE  (OJHOKOMIIOHEHTHOE) WM  (PyHKIMOHAIHHO-
pacnpesieNieHHoe MporpaMmHoe  (MPOrpaMMHO-AMIaApaTHOE) CPEACTBO  (KOMIUIEKC), PpEaTU3YOIIEe
KOHTpOJIb 3a MH(opMareid, mocTynaroieil B MHOOPMAIMOHHYIO CHCTEMY MEPCOHATIBHBIX JAHHBIX H
(MJM) BBIXOISIIICH U3 HHPOPMAIMOHHOW CHCTEMBI.

Hapyumreb 6e30acHOCTH NMEePCOHANBHBIX JAHHBIX — (PU3HUUECKOE JIUIIO, CITyJaifHO MU
NPEHAMEPEHHO COBEPIIAIOIIEeE JICHCTBUS, CIEACTBHEM KOTOPBIX SIBISIETCS HapylleHue Oe30IacHOCTH
NEPCOHANBHBIX JIAHHBIX NP MX 00paboTKe TEXHUYECKHMMH CPEICTBaMU B MH(OPMALIMOHHBIX CHCTEMaXx
MEPCOHATBHBIX ITAaHHBIX.

HeaBromaTu3upoBaHHasi  00pafoTka NEPCOHAJBLHBIX JAaHHBIX — 00palOoTka
NEPCOHAIBHBIX JIaHHBIX, COJIEpKAIINXCAd B MH(OPMALIMOHHON CHUCTEME MEPCOHABHBIX JTaHHBIX
a100 M3BJICYCHHBIX M3 TAKOW CHUCTEMbI, CUUTAETCS OCYIIECTBIEHHOW O€3 HCII0JIb30BaHMs
CPEICTB aBTOMaTH3allMu (HEAaBTOMATHU3UPOBAHHOW), €CIM TaKue JEHCTBUS C MEPCOHATbHBIMU
JAHHBIMHU, KaK HCIOJIb30BAaHUE, YTOUHEHHE, PACHPOCTPAHEHUE, YHUUYTO)KEHHE IEPCOHAIBHBIX
JAHHBIX B OTHOIIEHHUU KaXKJIOTO U3 CyOBEKTOB MEPCOHAIbHBIX JAHHBIX, OCYIIECTBISIOTCSA MpU
HENOCPEICTBEHHOM YYaCTHH YEJIOBEKA.

HenexnapupoBanHble BO3MOMKHOCTM —  (DYHKUIMOHAIbHBIE BO3MOYKHOCTH  CPEICTB
BBIUMCIIUTEIILHON TEXHUKH, HE ONIMCAHHBIE I HE COOTBETCTBYIOLLME ONMCAHHBIM B JOKYMEHTALMH, TIPH
UCIIONb30BaHUM  KOTOPBIX BO3MOXKHO HApYIIEHHWE KOH(DUAESHIMATBHOCTH, JOCTYITHOCTH WM
LIEJIOCTHOCTH 00pabaThIBaeMOi MHpOpMaLnH.

HecaHKUMOHUPOBAHHBINH 10CTYNl (HECAHKIMOHMPOBAHHBIC AeHCTBHUS)— JOCTYyN K
uHpOpMALIMK WM JeHCTBHUSA C HH(OpMAIMel, Hapyllalolie NpaBiia pa3rpaHUYeHUst JIOCTYNa C
UCTIONb30BAaHMEM  IITATHBIX  CPEACTB, MPENOCTABISIEMBIX HMH(DOPMALIMOHHBIMU  CHCTEMaMU
NEPCOHAIBHBIX JaHHBIX.

Hocurens undopmanuu — Quspueckoe JMIIO WIM MaTepUalibHbIE OOBEKT, B TOM YHCIIE
¢uzmyeckoe 1ose, B KOTOpoM HMH(OpMAIMsl HaXOIUT CBOE OTPHKEHHE B BHIE CHMBOJIOB, 00pa3oB,
CUTHAJIOB, TEXHMYECKUX DEILEHUA U TPOLECCOB, KOJIMYECTBEHHBIX XapaKTEPUCTUK (PU3MUECKHX
BEJIMYHH.
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OOe3iMYMBaHNe TEPCOHAJIBLHBIX [JaHHBIX — JEHUCTBUSA, B pe3yjlbTare KOTOPBIX
HEBO3MOXKHO OIPEAETUTh MPUHAIIEKHOCTh MEPCOHAIBHBIX JTAHHBIX KOHKPETHOMY CYOBEKTY
NEPCOHAIbHBIX JaHHbIX.

O0padoTKa NepCOHAIBHBIX TAHHBIX — JCHCTBHUS (OMEpaIii) ¢ IEPCOHATLHBIMY JaHHBIMHU,
BKJIFOYast cOOp, CHCTEMATW3AIMIO, HAKOIUICHHWE, XpaHEeHWe, yTouHeHue (OOHOBIICHHE, W3MEHEHHE),
UCTIONBb30BAaHUE, PACIpOCTpaHeHHe (B TOM 4YHCIE Mepenady), oOe3NMyuBaHHue, OJIOKHUpPOBaHHUE,
YHUUTOXKEHHE I1EPCOHATIBHBIX JaHHBIX.

OO01menocTynHble MepPCOHA/IbHbIE IaHHbIE — [IEPCOHANBHBIE JAaHHBIE, JOCTYII
HEOTPAaHMYEHHOTO Kpyra JIUI K KOTOPbIM MPEJOCTaBIIEH C COrjlacus CyOBEKTa MepCOHAIbHBIX
JAHHBIX.

Omneparop (mepcoHanbHbIX AaHHBIX) — OI'BOY BIIO «XabapoBckuii rocynapCTBEHHBII
UHCTUTYT UCKYCCTB U KYJIBTYPBD).

Texnuveckue cpeacrBa HHPOPMALMOHHON CHCTEMBbI HNEPCOHAJIBHBIX JAHHBIX —
Cpe/ICcTBa BBIYMCIIUTEILHON TEXHUKU, HH(OPMAIIMOHHO-BBIYHUCITUTEIbHbIE KOMIUIEKCHI U CETH, CPeICTBA U
CHCTEMBI Tiepesiaur, npuema u oOpadotku [1J{H (cperncTBa M CHCTEMBI 3BYKO3AIMCH, 3BYKOYCHJICHUS,
3BYKOBOCIIPOM3BE/ICHHS, IIEPETOBOPHBIC W TEJIEBU3MOHHBIC YCTPOMCTBA, CPEACTBA HW3TOTOBJICHHUS,
TUPOKUPOBAHKS JOKYMEHTOB W JIPyrMe€ TEXHHYECKUE CpelcTBa OOpabOTKM pedeBOi, Tpadudeckoid,
BUICO- U OyKBeHHO-IIM(poBOH HH(OpPMALINK), MPOrPaMMHBIE CpPEICTBA (OINMEPAIMOHHBIC CUCTEMBI,
CHCTEMBI YNpaBJeHUsI 0a3aMH JIAHHBIX W T.IL), CPEICTBA 3alATHI MH(POPMALMH, TPUMEHSIEMbIC B
MH(MOPMAIMOHHBIX CUCTEMAX.

IlepexBat (uHoOpManmMm)— HEMPABOMEPHOE TMONy4YeHHE UWHGPOpMANMA C UC-
MOJIb30BAHNEM TEXHHUYECKOT'O CPE/ICTBA, OCYIIECTBIISIIOIIET0 OOHApYKEHHE, TPUEM U 00paboTKy
MH(OPMATUBHBIX CUTHAJIOB.

IlepconasbHble JaHHBbIE — JTI00ast WH(GOPMAIUS, OTHOCAIIASCS K OMPEICICHHOMY WU
ONpeIeTsIeMOMY Ha OCHOBAaHHM TakoW uWHpopMammu (u3ndeckoMy Jauny (CyOBEeKTy
MEPCOHANBHBIX JAHHBIX), B TOM YHCIE ero (haMuiaus, UMs, OTYECTBO, '0JI, MECSII, AaTa U MECTO
pOXIEHUS, aJpec, CEeMEWHOe, COLUalIbHOE, HMYLIECTBEHHOE II0JIOKEHHE, 00pa3oBaHUE,
npodeccusi, 10X0bl, Apyras HHbopMaIus.

IToOouHble 3JIEeKTPOMArHWUTHbIE M3JIYyYeHUS] M HABOJAKM — 3JIEKTPOMAarHUTHbIE
U3JTy4eHHUs] TEXHUUYECKHX CPEJCTB 0OpabOTKM 3aluinaeMod MHPOpPMALUH, BO3HUKAIOLIME Kak
noOOYHOE SIBJIEHUE U BbI3BAHHBIC JJIEKTPUYECKUMH CUTHAJaMH, JACWCTBYIOIIUMH B HX
IIEKTPUYECKUX M MArHUTHBIX LEMAX, a TAKXKE DJIEKTPOMATHUTHBIE HABOJAKHU ITUX CUTHAJIOB Ha
TOKOTIPOBO/ISIIIINE JINHUU, KOHCTPYKIUH U LIENH MUTaHUS.

IMosmmTKa «YHCTOrO CTOJA» — KOMIUIEKC OPTraHMU3allMOHHBIX  MEpONPUATHH,
KOHTPOJIMPYIOIIUX OTCYTCTBHE 3alMChIBAaHUS Ha OyMa)kKHble HOCHUTEIM KJItOYell U aTpuOyTOB
JocTyna (rmaposieit) 1 XpaHeHus: MX BOJU3U 00bEKTOB JIOCTYTIA.

IMoab3oBaTesib HMH(POPMALMOHHOW CHCTEMbl MNEPCOHAJBHBIX [JAHHBIX — JIMIIO,
y4yacTByIoIllee B ()YHKIMOHUPOBAHUU HWH(POPMALMOHHONW CHCTEMbI NEPCOHANBHBIX JaHHBIX WM
MCIIOJIB3YIONIEE PE3YNIbTaThl €€ QYHKIIMOHUPOBAHMSL.

IIpaBuna pasrpaHuyeHHsi JOCTYNA — COBOKYIHOCTb IPAaBUJ, PETIAMEHTHUPYIOIIUX
npaBa JocTyna cCyObeKTOB JOCTyNa K 00bEeKTaM JI0CTyIa.

IIporpamMmmHuas 3akJagKa — KoJ IPOrpaMMBl, IPEIHAMEPEHHO BHECEHHBIH B MPOrpaMMy
C LEJbI0 OCYHIECTBUTH YTEUKY, H3MEHHUTh, OJOKMpPOBaTh, YHUYTOXXUTh HWHGOPMAIUIO WIH
YHUYTOXXUTh U MOAM(ULIMPOBATH MpOrpaMMHOE obecrieueHne HHGOPMALMOHHON CHCTEMBI
MEePCOHAIBHBIX JaHHBIX U (W) OJIOKUPOBATH alapaTHbIe CPeICTBA.

IIporpaMmmHoe  (mporpaMMHO-MaTeMaTH4YeCKOe)  BO3JCHCTBHE —  HECAHKIHO-
HUPOBAHHOE BO3JIEHCTBUE HA pPECypChl aBTOMATU3MPOBAaHHOW WH(GOPMAIMOHHON CHCTEMBI,
OCYILIECTBIISIEMOE C UCIIOJIB30BAHUEM BPEJOHOCHBIX ITPOrPaMM.

PackpbiTHe TNEepCOHANBHBIX JAAHHBIX — YMBIIUIEHHOE WM CIIy4ailHOE HapylIeHHe
KOH(HICHIIMATBHOCTH NEPCOHATBHBIX JaHHBIX.

PacnpocTpaHeHue mepcoHAaJbHBIX JAHHBIX — JICHCTBUS, HAllpaBJICHHbIE Ha Mepeaavy
NEPCOHANBHBIX JIAHHBIX OIpEJIeIeHHOMY KpYTy JUI] (Ilepefaya NepCOHaNbHbIX JaHHBIX) MU Ha
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O03HAKOMJICHHE C MEePCOHAIbHBIMU JIaHHBIMH HEOTPAaHMYEHHOTO Kpyra JHUI, B TOM YHCIIE
0o0HapoJJ0BaHKHE MEPCOHANBHBIX JAaHHBIX B CPEICTBAX MAcCOBOM MH(oOpmanuu, pa3melieHue B
WH(OPMAIIMOHHO-TEIICKOMMYHUKAITMOHHBIX ~ CETAX WM  NPEJOCTaBlIeHHE  JOCTyma K
MEPCOHAIBHBIM JIaHHBIM KaKUM-JIHOO UHBIM CIIOCOOOM.

Pecypc uHpOpMALMOHHON CHCTEMbl — HMCHOBAHHBIA JJIEMEHT  CHUCTEMHOIO,
MPUKIJIATHOTO UITU amapaTHoro odecrneyeHus pyHKIHMOHUPOBAHUS HH(POPMAIOHHON CHCTEMBIL.

CnenuajibHble KaTeropuM TMNeEPCOHAJIbHBIX JAAHHBIX — TIEPCOHAJBHBIC JAHHbBIE,
Kacalollluecsi  PacoBOM, HAlMOHAJIBHOM  NPUHAMJIEKHOCTH, TOJUTUYECKUX  B3IJISJIOB,
PENUTHO3HBIX WU PIIOCODCKUX YOEKICHUI, COCTOSIHHSI 30POBbS M HMHTUMHOW IKU3HU
CyOBbEeKTa MePCOHANBHBIX JAHHBIX.

CpeacrBa BbIYMCJIMTEJIbHOW TEXHUKH — COBOKYITHOCTh MPOrPAMMHBIX M TEXHUYECKUX
ANIEMEHTOB CHUCTEM OOpabOTKM JIaHHBIX, CHOCOOHBIX (DYHKIMOHHUPOBATH CAMOCTOSITENIbHO WM B
COCTaBE JAPYTUX CUCTEM.

Cyo0mbekT gocryna (cy0beKT) — JIMIO WIK POLECC, JSUCTBUS KOTOPOT'O PErIaMEHTUPYIOTCS
MpaBUJIaMU Pa3rpaHUUuEHUs JOCTYIIA.

Texnuveckuii kaHaa yredyku HHGOPMALMHM — COBOKYIMHOCTb HOCUTENS HHGOpMAIN
(cpencTBa 00pabOTKM), (HM3UUECKON Cpelbl PacpOCTpaHEeHHsT WH(POPMATHUBHOTO CHTHAJIA U CPEICTB,
KOTOPBIMH JJOOBIBAETCS 3allHIIaeMasi THPOpMaIIs.

TpancrpanuyHasi mepefada IMEePCOHAJbHBIX JAHHBIX — Tepeaada MepCOHATBHBIX
JTaHHBIX orepatopoM uepes3 ['ocynapcTBennyto rpanuity Poccuiickoit denepaiuu oprany BiacTu
WHOCTPAHHOTO TOCYIapcTBa, (U3MUECKOMY WIH OPUAHYECKOMY JIUIy HWHOCTPAHHOTO
rocyaapcTBna.

Yrpo3bl 6€30MaCHOCTH MEPCOHAIBHBIX JAHHBIX — COBOKYITHOCTH YCJIOBUH M (DaKTOPOB,
CO3JIAIOIIUX OMACHOCTh HECAHKIIMOHHPOBAHHOTO, B TOM YHCIIE CITy4aifHOTO, JOCTYMA K MEePCOHATBHBIM
JTAHHBIM, PE3YJILTaTOM KOTOPOTO MOMKET CTaTh YHUUITOXEHHUE, N3MEHEHHUE, OJIOKUPOBAaHKE, KOITUPOBAHHUE,
pacrpocTpaHeHHe NEePCOHATBHBIX JaHHBIX, a TAaKKe WHBIX HECAHKIIMOHWPOBAHHBIX JEHCTBUI MpHU HX
00paboTKe B MHPOPMAIMOHHOM CUCTEME ITEPCOHATTBHBIX TAHHBIX.

YHUUTOKEeHNEe MEePCOHAIBHBIX JAaHHBIX — JICHCTBUS, B PE3YNIbTaTe KOTOPHIX HEBO3MOXKHO
BOCCTaHOBUThH COJICPYKAHHUE TIEPCOHATBHBIX JIAHHBIX B HMH(OPMAIMOHHON CHUCTEME ITePCOHATBHBIX
JAHHBIX WM B PE3YyNbTaTe KOTOPBIX YHUUTOXKAIOTCS MaTepHalbHble HOCHUTEIU NEPCOHAIBHBIX
JTAHHBIX.

Yreuka (Gammumaemoil) uHpoOpMAIMHM 1O TEXHUYECKHMM KaHAJIAM — HEKOH-
TPOJMPYEMOE PACIIPOCTpaHEHHWE HH(OpPMALM OT HOCHTENS 3allMIIAaeMOM HH(opMaluu depes3
brBUYecKyIo cpemy 10 TEXHMYECKOTO CPEICTBA, OCYIIECTRIISIONIETO epexBaT HHPOpMAIIHH.

Vsa3BUMOCTb — CI1a0OCTh B CPEACTBAX 3AllUTHI, KOTOPYIO MOXKHO HCIIONB30BaTh ISt
HApYIIEHHs CUCTEMBI WU COZIeprKallielics B Hell HHOpMAaIInHL.

HenocTHocT, MHGOPMAIMYU — CIIOCOOHOCTh CPEICTBA BBIYMCIUTEIIHHOW TEXHUKH WIIH
ABTOMATU3UPOBAHHOW CHUCTEMBI 00ECTICUMBATh HEM3MEHHOCTh MH(OpPMAIMKM B YCIOBHSIX CIYYaifHOTO
W/WJTY TIPEIHAMEPEHHOTO MCKaXKEeHUS (pa3pyLLeHus ).



OBO3HAYEHUA U COKPAIIIEHU A

ABC — aHTUBUpYCHBIE CPEACTBA

APM — aBTOMaTH3MpOBaHHOE pabouee MECTO

BTCC — BcnomoraresibHble TEXHUUECKHE CPEJICTBA U CUCTEMBI
NCTI/1a — nadopmarmoHHas CcTeMa IMepCOHABHBIX JTAHHBIX
K3 — konTponmpyemas 30Ha

JIBC — 5tokasibHasi BBIYMCIIUTENbHAS CETh

MD — MexceTeBoi IKpaH

HC/] — HecaHKIIMOHMPOBaHHBIN JOCTYII

OC — omnepalmoHHas CUCTEMa

IT/1H — nepcoHaIbHbIE JaHHBIE

[IMB — nporpaMMHO-MaTeMaTHYECKOE BO3ACHCTBHE

1O — mporpammHOe obecrieueHne

I[TOMHH — no6o4HbIe EKTPOMArHUTHBIE H3TYYCHUS K HABOJIKU
CA3 — cucrema aHanu3a 3allUIIEHHOCTH

C3U — cpenctpa 3amiuThl HHPOPMALHH

C3IIdu — cuctema (ojicucTema) 3aluThl IEPCOHAIBHBIX JaHHBIX
COB - cucrema oOHapy eHHS BTOPKEHUN

TKYU — Texnuyeckue KaHaIbl yTeUKU HH(POpMALMU

VYBI1/IH — yrpo3bl 6€30MacHOCTH EPCOHATIBHBIX TAHHBIX



BBEJIEHUE

Hacrosmas Konnenmus wundopmarmonHoit 6e3onacHoctu UCIIn ®I'BOY  BIIO
«XabapoBCKHI TOCYNapCTBEHHBIH HMHCTUTYT HMCKYCCTB M KyabTypb» (Hanee — Wuctutyr,
orepaTop, BY3), SBIseTCS OQUIUAIBHBIM JOKYMEHTOM, B KOTOPOM OIpejesieHa cucremMa
B3TJIS10B Ha o0ecrieueHne nHPopMaImoHHoi 6e3onacHoctu MHcTHTYTA.

HeoOxonumocts pazpabotku Konuenuuu o0ycioBieHa CTPEMUTENbHBIM pacIIupeHHEM
cdepbl MPUMEHEHHSI HOBEUITNX MH(POPMAITMOHHBIX TEXHOJOTUH U mpoiieccoB B IHCTUTYTE, TPU
00paboTke nHpopMaIu BOOOIIIE, ¥ MEPCOHANBHBIX JAHHBIX B YACTHOCTH.

Hacrosimas KoHuenuus onpenensieT OCHOBHBIE LIETW W 33Jaud, a TaKKe IOJIUTUKY
MOCTPOEHUST CHUCTEMbI 3amuThl TNepcoHanbHbIX AaHHBIX (C3I1HH) HucTHTyTa. KoHmemnmus
orpeneNnseT OCHOBHbIE TpeOOBaHUS M 0a30BbIE MOAXOIBI K UX peaTH3alMH, IS JTOCTHIKCHUS
TpeOyeMoro ypoBHs 06€30MacCHOCTH HH(POPMAIIHH.

Konuemnmus paspaboTaHa B COOTBETCTBUM C CHCTEMHBIM IOJXOJOM K OOECIICYCHHIO
uH(popMalnoHHON Oe3omacHOoCcTH. CUCTEeMHBIN MOJXOJ MpearoiaraeT MpoBeJeHIEe KOMILIEKCa
MEpONPHUATHIA, BKIIOYAIONMX HCCIEIOBaHUE Yrpo3 HWHPOPMALMOHHOW 0€30macHOCTH U
pa3paboTKy cucteMbl 3amuThl [1/[H, ¢ MO3UIMKM KOMILJIEKCHOTO MPUMEHEHHS] TEXHUYECKUX U
OpraHU3aLMOHHBIX MEP U CPEJCTB 3AIIUTHI.

I[Ton  wndopmammonHoit  Oe3omacHocThio  [IJIH TOHMMaeTCs  3alMIIEHHOCTH
NEPCOHANBHBIX JaHHBIX U oOpabaThiBaronield X MHQPPACTPYKTYypEe OT JFOOBIX CIyYalHBIX WA
3IOHAMEPEHHBIX BO3JCHCTBUI, PE3yNbTaTOM KOTOPBIX MOXET SBUTHCS HaHeceHue yuiepOa
camoii wmH(popmanmu, ee Biagensiam (cyosexktam I[1ln) wimm wmHpacTpykType. 3amauu
WH(GOPMALIMOHHONW OE30MacCHOCTH CBOASATCS K MHHUMH3alUMU yiiepba OT BO3MOXKHOUN
peanuzanuu yrpo3 0ezonacHoctu [1/1H, a Taxke K IPOrHO3UPOBAHUIO U MIPETOTBPALICHUIO TAKUX
BO3JIEHCTBUIA.

Konuenmus cinyXur OCHOBOM 1 pa3paOOTKM KOMILJIEKCA OpPraHU3alMOHHBIX H
TEXHUUYECKUX Mep Mo olecreueHuto MH(POPMAIMOHHOM 0e30MacHOCTH YUpEeXKJIEHUM, a Takxke
HOPMAaTUBHBIX M METOAMYECKUX JOKYMEHTOB, OOECIEUMBAIOIIMX €€ pealu3aluio, U He
mpeJnoaraeT NoaMeHbl GyHKIMI rocyaapcTBEHHBIX opraHoB Biactu Poccuiickoit denepanuu,
OTBEUAIOIMX 3a obecrieueHue O€30MacHOCTH HH(OPMALMOHHBIX TEXHOJOTUH M 3alIUTy
UHpOpMaLIUH.

KoHuennuus sBiasercs METoA0I0THYECKOH OCHOBOW IS

dbopMUPOBaHUS U IPOBEICHUS €IUHON MOJIUTUKH B 00JacTU obecreueHus: 6e30MacHOCTH
[11n 8 UCITIn UncTHTyTA;

MPUHSITUS YIPABIEHUYECKUX PEIICHUN U pa3pabOTKH MPAKTUYECKUX MEp MO BOIUIOMICHUIO
noauTuku Oe3zonacHocTH IIJI[H M BBIpaOOTKM KOMILIEKCAa COTJIACOBAHHBIX MEp HOpPMaTHBHO-
MPaBOBOTO, TEXHOJOTMUYECKOTO U OPraHU3al[MOHHO-TEXHUYECKOTO XapaKTepa, HallpaBJIeHHbIX Ha
BBISIBJICHHE, OTPA)XCHHE W JIMKBUIALMIO TOCJIEICTBUN peaau3aluy pPa3InYHbIX BUAOB YIpo3
I11H;

KOOPJIMHAIIMH JACSITEIIbHOCTU CTPYKTYPHBIX TojpasaeneHnii THCTUTyTa npu nMpoBeeHUN
pabot mo pasuturo u skcrmyarauud WCIIH ¢ cobmronenueM TpeboBaHui oOecrnieueHus
6e3onacunoctu [1/1H;

pa3paboTKK TPEJIOKEHUI 1O COBEPIICHCTBOBAHHUIO TPAaBOBOTO, HOPMATHUBHOTO,
METOJMYECKOT0, TEXHWYECKOTO W OpraHWU3aIlMOHHOTO obOecmnedeHus Oe3omacHoctu [1/[H B
NCTIIn UncTuTyTa.

O6nacte mpumenenust Konneniuu pacnpocTtpanseTcss Ha Bce noapasnaeneHus OI'bOY
BIIO «XabapoBckuii TOCYIapCTBEHHBIN MHCTUTYT UCKYCCTB M KYJIBTYPBI», SKCILTyaTHPYIOIIUE
TexHudyeckne u  nporpammubele  cpexnctsa  MCII/IH, B  KOTOpBIX  OCYHIECTBISETCS
aBToMaTu3upoBaHHas oOpabotka II/[H, a Takxke Ha TOIpa3feNeHusl, OCYIIECTBISIONINE
COTIPOBOXKACHHE, 00CTYKUBaHUE U obecrieyeHrne HopManbHOro gynkunonupoBanus UCII/IH.



[IpaBoBoii 0azoif anst paspaboTku Hactosmerd Konuenmmu ciayxar TpeOoBaHUA
JelcTBylomuX B Poccun 3aKOHOMATENBbHBIX W HOPMAaTHBHBIX JOKYMEHTOB IO OOECTIEYEHHIO
0e30macHOCTH nepcoHanbHbIX qaHHbIX (I11H).



O01mme MoJI0KeHUs

Hacrosmas Konuenmusi ompezenser OCHOBHbIE LEMM M 3aJadyd, a TaKXKe IMOJIUTHUKY
MOCTPOEHHUS CUCTEMBI 3alIUThl TepcoHaNbHbIX JaHHbIX (C3I11H) UHcTuTyTa, B COOTBETCTBUM C
[Tepeunem WUCIIJIn. Konnenius onpenenseT OCHOBHbIC TPEOOBaHUS M 0a30BbIE TOAXOABI K UX
peanu3aiyy, A1 TOCTHKEHUsS TpeOyeMoro ypoBHs 0€301acHOCTH MH(POPMAIUH.

C3I1/In mpencraBiaseT co0OM COBOKYMHOCTh OpPraHU3AIMOHHBIX M TEXHHYECKHX
MeponpuaAThi Uit 3amuThl [IJ[H OT HenpaBOMEpPHOrO WM CIy4alHOI'O JOCTyla K HUM,
YHUUYTOXKEHHUS, W3MEHEHHUs, OJIOKHpOBaHMS, KOMMpOBaHUs, pacrnpoctpaHenust I1/[H, a Taxxke
WHBIX HENIPABOMEPHBIX JEHCTBUN C HUMH.

be3omacHocTh  MEepCOHANBHBIX  JAHHBIX  JOCTUTAETCA  MYTEM  HCKIIOYCHUS
HECaHKLMOHMPOBAHHOI'O, B TOM YHCJIE CIy4yallHOro, JOCTyla K II€PCOHAJIbHBIM JaHHbIM,
pe3yJbTaTOM KOTOPOTO MOXET CTaTh YHUUYTOXKEHUE, U3MEHEHUE, OJIOKUPOBAaHUE, KOIUPOBAHUE,
pacpocTpaHeHUEe EPCOHANIBHBIX JIAHHBIX, @ TAK)KE MHBIX HECAHKIIMOHUPOBAHHBIX JEHCTBUMN.

Crpykrypa, coctaB u ocHoBHbIe (GyHKumu C3II/[H ompenensitoTcs UCXons M3 Kiacca
NUCTIJu. C3IIJIH BxitoyaeT OpraHu3allMOHHBIE MEpbl U TEXHUYECKUE CPEICTBA 3aIMUThI
uHpopmanuun (B ToM uyucie mudpoBaibHbIe (KpunrorpadHuueckue) cpeicTBa, CpeacTBa
MPEAOTBPAIICHUS HECAHKIIMOHMPOBAHHOTO JOCTyNa, YTEYKM HHEGOpPMAIUU MO TEXHUYECKUM
KaHajaM, IpOrpaMMHO-TEXHHUECKHUX BO3JICHCTBUI Ha TEXHUYECKHE cpeacTBa oopadotku [1/1H),
a TaKk)Ke MCIOJIb3yeMble B MH(OPMAIIMOHHOHN cucTeMe MHPOPMALIMOHHBIE TEXHOJIOTHH.

OTH Mepbl NPU3BaHbl 00ECICUNTH:

KOHQUIEHIIHAIBHOCT,  WHPOpMaAnMK  (3ammTa OT  HECAHKIIMOHUPOBAHHOTO
O3HAKOMJICHHUS);

HEJIOCTHOCTh WH(POpPMAIUU (aKTYaTbHOCTh W HEMPOTHBOPEYMBOCTh WH(GOpPMAIUH, €€
3alUIIEHHOCTH OT pa3pylICHUsI U HECAHKIIHOHUPOBAHHOTO U3MEHEHHS);

JAOCTYNHOCTHh UHPOPMALUHU (BOZMOXKHOCTB 32 IMIPUEMIIEMOE BPEMSI IOJIYYHTh TPeOyeMyro

MH(OPMALIMOHHYIO YCIIYTY).

Cragnu cozganus C3I1/IH BKIIFOYAOT:

MpEeANpOeKTHAsT CTaaus, BKIOYaromas mnpeanpoektHoe obcnenopanue MWCII/IH,
pa3paboTKy TEXHUYECKOTO (YACTHOTO TEXHUYECKOT0) 3aJJaHNs Ha €€ CO3/IaHuE;

CTaaus NMpoeKTHpoBaHUs (pa3zpaboTku nmpoekToB) u peanuszauuu UCIIJIH, BkiItoyaromas
pa3pabotky C3I1/1x B coctaBe UCII/IH;

craausi BBoAa B AeiictBue C3II/IH, BKIrOYaromas OMBITHYIO SKCIUTyaTallui0 U MPUEMO-
CHATOYHBIE UCIIBITAHUS CPEJCTB 3alIMTH HH(OpMaluK, a Takke oneHKy coorBercTBus UCII/In
TpeOoBaHUSAM 0€30M1acCHOCTH MH(OPMALIUU.

OpranuzanvoHHbIE MEPHI IPEIyCMAaTPUBAIOT CO3JAaHUE U MOJJIEp)KaHUE MPAaBOBOM 0a3bl
6e3onmacHoctu II/[H u pa3paboTKy (BBeneHHE B JAEHUCTBUE) MpeaycCMOTpeHHBIX I[lomuTukoii
uHpopmannonHor OezonacHoctu WCIIIH crnenyromux opraHU3allMOHHO-PACHOPSIUTENBHBIX
JIOKYMEHTOB:

[Tnan mepornpusituii o odecnedenuto 3ammuthl [1/10 nmpu ux obpadorke B UCII/IH,;

[Tnan MepornpusTHii O KOHTPOJIIO obecneueHus 3amuThl [1/1H;

[Topsimox pesepBupoBaHUS W BoccTaHoBIeHUs pabotocrnocodHoct TC u I10, 6a3
nmauubelx u C3U;

HomxknoctHass wuHCTpykius agmuauctpatopa HWCII[ln B wactu obecreueHus
6e3onacuoctu [1/1n mpu ux o6padorke B UCII/1H;

JlomkHOCTHAs MHCTPYKIMS anMuHucTparopa 6e3onacnoctu UCIT/IH;

JomxHocTHas uHCTpykius nons3zoBarens MCII/IH B yactu obecniedeHus 6€30MacHOCTH
[T11 npu ux o6padotke B UCII/H;

WHcTpyKus Ha ciiydail BOSBHUKHOBEHUS BHEIITATHOM CUTYalllH,
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Pexomengauu mo HCMOIB30BAHMIO MPOTPAMMHBIX W amllapaTHBIX CPEICTB 3alUThI
nHpopmanuu.

TexHuueckue Mephl 3alIUThl  PEATU3YIOTCA MPU TMOMOIIM  COOTBETCTBYIOIIUX
POrPaMMHO-TEXHHUUYECKUX CPEJCTB U METOJIOB 3aIlUTHI.

[lepeueHsr HEOOXOMMMBIX MEp 3aIIUTHI MHPOPMAIMH ONPEACISETCS MO Pe3yabTaTam
BHyTpeHHEe# npoBepku 6e3omacHoctu UCITIn MucTuTyTA.
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3apaun C3I11n

OcHoBHo# 1ienpio C3I1JIH sBisieTcss MUHUMHM3AIMS yiiepOa OT BO3MOXKHOU peann3anuu
yrpo3 6ezonacHoctu [1/1H.

Jns  nmoctkeHuss OCHOBHOM 1enu cuctema OesomacHoctu [IJIln MCII[H nmomkHa
obecrnieunBath Y (PEKTUBHOE pPEIICHUE CIEAYIOMUX 3a1a4:

3alIUTy OT BMellarenscTBa B mporecc ¢pyHkuuonupoanus MCII[H nocTOpoOHHUX JIHIL
(Bo3MOkHOCTh Hcnodb30oBaHuss AC M JIOCTYyll K €€ pecypcaMm JIOJKHBI HMETh TOJBKO
3aperucTPUPOBAHHBIC YCTAHOBJICHHBIM MOPSAKOM I0JIb30BATEIH);

pasrpaHU4YeHHe JOCTYINa 3aperuCTPUPOBAHHBIX IMOJIb30BATEEM K  ammapaTHBIM,
nporpaMMHbIM U UHGopMmamoHHbM pecypcaM MCIIH (BO3MOXXHOCTH JOCTYyNa TOJNBKO K TEM
pecypcaMm U BBITIOJIHEHHUSI TOJBKO TEX OINEpalfii ¢ HUMH, KOTOPbIe HEOOXOAUMBI KOHKPETHBIM
nostb3oBatesiM VMCII/IH muist BEIOJIHEHHUS CBOUX CITY)KEOHBIX O0S3aHHOCTEH), TO €CTh 3alIHUTY
OT HECAaHKIIMOHUPOBAHHOTO JIOCTYTA:

K uHpopManuu, nupkyaupyromen B UCI/IH;

cpenctBam BeruncauTeabHoi Texuuku UCII/IH;

anmnapaTHbIM, TPOTPaMMHBIM U KPUNTOrpaUuecKUM CpeICcTBaM 3allUThl,
ucnosabszyembiM B UCTI/TH;

pPErucTpaluio JEHCTBUI IOJIb30BaTENe MPH KCIOJB30BAHUU 3aIIMIIAEMBIX PECYpPCOB
HUCII[JH B cuCTEMHBIX >XypHajaX W IEPUOJUYECKHM KOHTPOJb KOPPEKTHOCTH JIEHCTBUI
MOJIb30BATENEH CUCTEMBI ITyTEM aHAINU3a COACPKIUMOTO ITUX KYPHAIIOB;

KOHTPOJIb 1IEJIOCTHOCTH (0OecTeueHre HEM3MEHHOCTH) CPE/ibl UCIIOIHEHUS MPOTpaMM U
€€ BOCCTAHOBJICHHUE B Cllydyae HapyIICHHUS;

3aIUTy OT HECAHKIMOHHPOBAHHOW MOIU(PUKAIMKA ©  KOHTPOJb  IEIOCTHOCTH
ucnonszyembix B MICII[IH mporpaMMHBIX CpENICTB, a TaKKe 3alllUTy CHUCTEMbI OT BHEAPEHUS
HECAaHKI[MOHUPOBAHHBIX MPOTPAMM;

sanuTy [IJ[H OT yTeyku Mo TEeXHHYECKUM KaHalaM mpu ee oOpaboTke, XpaHEHHU U
nepeaaye mo KaHajaaM CBSI3U;

sanuty I1/1H, xpaHumoili, oOpabaTbiBaeMoOil M IepeaaBaeMoOl MO KaHallaM CBSI3H, OT
HECAaHKITMOHUPOBAHHOTO PA3TJIAICHHS WJIH UCKAKCHUS;

obOecrieueHrne >KMBYYECTH KPUNTOTpapUUECKUX CPEACTB 3allUThl HHQPOpPMAIUHU TMPHU
KOMITIPOMETAITUN YaCTH KITFOYEBOI CHUCTEMBI,

CBOEBPEMEHHOE BBHISIBJICHHE UCTOYHUKOB Yrpo3 OezonmacHoct [1J[H, mpuyYuH U yCIOBHIHA,
CIOCOOCTBYIOIIUX HaHeceHuto ymiepba cyobektam [1/[H, co3manme mexaHuU3Ma ONepaTUBHOTO
pearupoBaHus Ha yrpo3bl 6e3onacHocTy [1/1H 1 HeraTuBHbBIE TEHICHINY;

CO3/laHWE YCIOBUW JUII MHUHMMH3AlUA W JIOKAIM3AIMM HAHOCHUMOTrO yIiiepOa
HEMPABOMEPHBIMU JIEHCTBUSAMHU (PU3UUECKUX M IOPUAMYECKUX JIHII, OCIa0JIeHHEe HEraTUBHOTO
BIIMSIHUS M IMKBUJAIUS TIOCIIEICTBUM HapyiieHus 6e3omacHoctu [1/1H.
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O0beKThI 321U THI
IlepeyeHb HHGOPMAMOHHBIX CHCTEM

B ®I'BOY BIIO «XabapoBCKHil rocynapcTBEHHBIH WHCTUTYT UCKYCCTB U KYJIBTYPBI»
MPOU3BOIUTCS 00pabOTKa MEPCOHANBHBIX JAHHBIX B MH(OPMALMOHHBIX CHCTeMax oOpabOTKU
nepcoHasbHbIX AaHHbIX (UCIInH).

ITepeuenr MCII/IH onpenensercs Ha ocHoBaHMM OTyeTa Mo pe3ysibTaTaM BHYTPEHHEH
MIPOBEPKHU.

IlepeyeHb 00bEKTOB 321U THI

OOBekTamMH 3anuThl  SABJISIOTCS — wuWHGopManms, oOpabareiBaemas B MCII[H, u
TEXHUYECKHE CpEICTBAa €€ O0OpadOTKM u 3amuThl. llepeyeHb TNEPCOHANBHBIX JAHHBIX,
noJJiexalie 3aumrTe, onpeneieH B [lepedyne nepcoHanbHBIX JaHHBIX, MOJIEKAIIUX 3alUTE B
NCTI.

OOBEeKTHI 3alIUTHl BKIIOYAIOT:

1) O6pabateiBaemas uHGOpPMAIIHS.

TexHonornueckas uHpopMaIus.

[TporpaMMHO-TEXHHUYECKHE CpeICTBA OOpabOTKH.

Cpencrta 3amuThl [1]1H.

Kanans! nH(pOpManoOHHOTO 00MEHa U TeJICKOMMYHUKAIIHH.

OOBeKTHl U TOMENIeHHs], B KOTOPBIX pa3merieHbl komnoHeHTsl UCIT/IH.
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Knaccnpurxanus noas3zoareneid UCIIn

[Tonmp3oBarenem WCIIJIH sBisercst W0, ydacTByromiee B (YHKIMOHUPOBAHUHU
WH(OPMAIIMOHHONW CHUCTEMBl MEPCOHANBHBIX JAHHBIX WU HUCIOIB3YIONIEe pe3yibTaThl €€
dbyakunonupoBanus. Iloms3oBateniem WCII[H sBmsercss mo0oit cotpynuuk HWHCTHTYTA,
umerommii goctyn k UCIIH u ee pecypcaM B COOTBETCTBUU C YCTAHOBJICHHBIM MOPSJIKOM, B
COOTBETCTBUU C €ro (PYyHKIIMOHAIBHBIMHU 005 13aHHOCTSAMHU.

[Tonb3oBarenu UCIIIn nensitcst Ha TpU OCHOBHBIE KATETOPUU:

1) Anvunuctpatrop HWCIHJIn.  Cotpyauuku  MHCTHTyTa, KOTOpblE —3aHMMAKOTCA
HACTPOWKOHM, BHEAPEHUEM M compoBoxaeHueM cuctembl. Anmunucrparop WCII/In oGmagaer
CJIEIYIOIIMM YPOBHEM JIOCTYMA:

obmajgaer mosHOW WH(OpPMaNUe O CHCTEMHOM W TNPHKIAJHOM [POrpPaMMHOM

ooecneuennn UCITIH;

o0ajaet NoaHON HH(OopMaIHel 0 TEXHUYECKUX cpeacTBax u konpurypaun UCI/1H;

MMeEeT JOCTYN KO BCeM TEXHHUYECKHM cpeicTBaM o0paboTKu MHGOpMALUU U JaHHBIM

NCTIH;

oOnanaer mpaBaMu KOH(GUTYPUPOBAHHS M aJMUHHCTPATHBHON HACTPOUKH TEXHUYECKHX

cpencts UCIIn.

[Tporpammuct-pazpaborunk  MWCII[In. Cotpyauuku HWHCTUTYyTa WM CTOPOHHHUX
OpraHM3aIyii, KOTOPhIC 3aHUMAIOTCS Pa3padOTKON TporpammHoro obdecriedeHus. PaspaboTdmk
WCTI/Ix o6nanaeT cneayomuM ypoBHEM JOCTYyIA!

obmamaer mHpOpManueir o0 anropuTMax M mporpamMMax o0paboTku MHPOpPMAWU Ha

NCIIn;

o0yajaeT BO3MOYKHOCTSIMH BHECEHHUS OIIMOOK, HEICKIAPUPOBAHHBIX BO3MOXKHOCTEH,

MPOrPaMMHBIX 3aKJIaJ0K, BPEIOHOCHBIX IMPOrpaMM B MPOrpaMMHOE oOOecreueHue

NCTI/Ix Ha craguu ee pa3paOOTKu, BHEIPEHUS U COMPOBOXKICHUS;

MOXKET pacrmojarath Jr00bIMU (pparmeHTamu uHpopmanuu o Ttornosnorun MWCIIH u

TEXHUYECKHUX cpencTBax o0paboTku u 3amuTsl [1/]H, o6pabdaTeiBaembix B UCII/H.

Omneparop UCIIAn. CotpynHuku noapasaeneHuii MHCTUTyTa ydyacTBYIOIIMX B IIpOLIECCe
skcrutyararuu UCTI/In. Onepatop UCIIIH obnanaer ciaenyromuM ypoBHEM JOCTYIA:

oOnanaer BCEMU HEOOXOIUMBIMU aTpubyraMu (Hanmpumep, naposem),

o0ecreunBaroIUMH JIOCTYI K HEKOTOpoMy noAMHOXecTBY I1/1H;

pacnosaraeT KOHQHUACHINAIbHBIMU JaHHBIMHU, K KOTOPBIM UMEET JOCTYII.

Kareropuu monb3oBaresneil JOMKHBI ObITh omnpenenensl i kaxaor MCIIAn. domkHo
OBITh YTOUYHEHO pa3/ieleHHe COTPYAHHUKOB BHYTPHU KaTeropui, B COOTBETCTBMM C THUIIAMHU
noJjb30Bartesel onpeneneHHbIMU B [lonntuke nHGopManmoHHoi 6€30MacHOCTH.

Bce BbisBIEHHBIE TpYIIBI MOJb30BaTesiell oTpaxatroTcss B OtTueTe MO pe3yibTraram
BHyTpeHHell npoBepku. Ha ocHoBanmm Otuera onpenensroTcs MpaBa JOCTyNa K 3JIEMEHTaM
WUCTIIn g Bcex rpynn moJib3oBaresiei u orpaxatorca B Marpune gocryna B [lonoxenun o
pasrpaHMYeHHH TPaB JA0CTyNa K 00padaTbIBA€MbIM IEPCOHAIBHBIM JaHHBIM.
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OcHOBHbBIE NPUHIUIIBLI MOCTPOCHUSA CUCTEMbI KOMILJIEKCHOH 3aII[UThI I/IH(l)OpMaI[I/II/I

[Toctpoenue cucremnl obOecnedenus OeszomacHoctd I1/ln UCIIAn Huctutyra u ee
(YyHKIIMOHUPOBAHUE JIOJDKHBI OCYIIECTBIATHCS B COOTBETCTBHH CO CIEAYIOUIUMH OCHOBHBIMHU
MPUHIIUITAMU:

3aKOHHOCTB;

CUCTEMHOCTb;

KOMILUIEKCHOCTB;

HENPEPBHIBHOCTH;

CBOEBPEMEHHOCTb;

MIPEEMCTBEHHOCTh U HEMIPEPHIBHOCTH COBEPIICHCTBOBAHUS;

NIEPCOHAJIbHAS OTBETCTBEHHOCTH;

MUHUMU3ALUS TOTHOMOYHIA;

B3aMMOJIEMCTBYUE U COTPYIHUYECTBO;

TMOKOCTh CUCTEMBI 3aIUTHI;

OTKPBITOCTH AJITOPUTMOB U MEXAHU3MOB 3aILIUTHI;

MIPOCTOTA MPUMEHEHUS CPEJCTB 3aIHTHI;

HayyHasi 000OCHOBAHHOCTb U TEXHUYECKAs pEaln3yeMOCTh;

crernanu3anus u npoheccuoHaIn3M;

0053aTeIbHOCTh KOHTPOJISL.

3aKOHHOCTH

[Ipennonaraer ocyllecTBIEHHE 3alIUTHBIX MeponpusaTuii u paspaborky C3II/IH
WNHcTruTyTa B COOTBETCTBUM C JIEHCTBYIOIIMM 3aKOHOAATENHLCTBOM B obOsacTu 3amuthl [1J[H u
JpYyruX HOPMAaTUBHBIX AaKTOB 110 0O€30MacHOCTH HH(OpMAaIMK, YTBEpPXKIEHHBIX OpraHamu
roCyJapCTBEHHOM BJIACTH U YIIPABJICHUS B IIPEACIIAX UX KOMIETEHIUU.

[Tonws3oBarenu u oOcnyxuBarouuii nepconan I1JJn UCII[In MuctuTyTa NOMKHBEL OBITH
OCBEJIOMJICHBI O TOpsAKE paboThl ¢ 3amuiiaeMoil MHpopMmanueil 1 00 OTBETCTBEHHOCTH 32
3amuTsl [1/]H.

CHuCTEeMHOCTD

Cucremnsbiii moaxon k mnoctpoeHuto C3I[JJln MHcTuTyra mnpeamnosaraeT ydeT Bcex
B3aUMOCBSI3aHHBIX, B3aUMOICUCTBYIOIINX M U3MEHSIOIIUXCS BO BPEMEHH 3JIEMEHTOB, YCIOBUH U
(bakToOpoB, CYIIECTBEHHO 3HAYUMBIX JJIs TOHMMAaHUS U peuieHus mpoliaemMbl oOecredeHus
6e3omacuoctu [1/In UCIIn UnctuTyTa.

[Ipu co3maHuu cUCTEMBI 3alIMTHI JOJDKHBI YUWTHIBAThCS BCe ciadble M Hambosee
ysI3BUMBIE MecTa cuctembl 00padoTku II/IH, a Takke xapakTep, BO3MOXHBIE OOBEKTHI H
HaTpaBlIEeHUS aTak Ha CUCTEMY co CTOpPOHBI HapyIIUTEIEH (ocobeHHo
BBICOKOKBTU(PUITUPOBAHHBIX 3JI0OYMBIIIEHHUKOB), TYTH NMPOHUKHOBEHHS B pacIpe/iesieHHbIE
cuctembl 1 HCJ[ x unpopmanuu. Cuctema 3alluThl JOHKHA CTPOUTHCS C YUETOM HE TOJBKO
BCEX M3BECTHBIX KaHajoB mpoHukHoBeHus u HCJI k madopmariu, HO ¥ ¢ y4eTOM BO3MOKHOCTH
MOSIBJICHUS MIPUHIIMITUATIHLHO HOBBIX MyTEH peanusanuu yrpo3 6e30MmacHOCTH.

KoMmmiekcHocTh

KommuiekcHOe  HMCIonb30BaHME  METOAOB M CPEICTB  3AIIMTHI  IIpEXIoyiaract
COIJIaCOBaHHOE IMPUMEHEHHE Pa3HOPOAHBIX CPEJICTB NPHU MOCTPOCHUU UEIOCTHOW CUCTEMBI
3alUThI, TIEPEKPHIBAIOIICH BCE CYIIECTBEHHbIE (3HAYMMBIC) KaHAJbl pealn3alludl yrpo3 U He
coJieprkanieil cmabbIX MECT Ha CThIKaX OTAEIbHBIX €€ KOMIIOHEHTOB.

3amura JIOJDKHA CTPOMUTHCA DIIEJOHMpPOBaHO. /[l KaXIoro KaHajla YTEUYKH
uHpOpMallMl M JUIS KaXJOM yrpo3sl 0€30MacHOCTH JIOJDKHO CYIIECTBOBATh HECKOJIBKO
3alUTHBIX pyOexxeld. Co3maHue 3alUTHBIX pyOexel OCYIIEeCTBIISETCS C y4eTOM TOro, YyTOObI
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JUI MX TIPEOJIOJCHUS TMOTCHLIUAIBHOMY 3JIOYMBIIUIEHHUKY TpeOOBAIUCH NMPO(dhecCHOHAIbHBIC
HaBBIKH B HECKOJIBKUX HEB3aMMOCBS3aHHBIX 00JIACTAX.

Bremmnss 3almuMTa  JI0JDKHA ~— O0ecreumBaTrhes du3nuecKkuMu CpelncTBaMu,
OpPraHM3allMOHHBIMH M TpPaBOBBIMH Mepamu. OIHMM M3 HauOoiee YKPEIUIEHHBIX pyOekei
NpU3BaHbl OBITH CPEACTBA KPUNTOIPapUUECKOW 3aIlUTHI, PEaTH30BaHHBIC C HCIOJIb30BAaHHEM
texHoioruu VPN. IlpuknagHoii ypoBeHb 3alUThI, YUUTHIBAIOIINH OCOOCHHOCTH INPEIMETHOMN
00J1aCTH, MIPEACTABISAET BHYTPEHHUN PyOeXK 3alUTHI.

HenpepbiBHOCTD 3ammThl I1/IH

3amura [IJIlH — HE pa3oBOe MEPONMPUSATHE U HE MPOCTasi COBOKYIHOCTH MPOBEACHHBIX
MEpOIPUATHI W YCTAHOBJIEHHBIX CpPEICTB 3allUThl, a HENPEPBIBHBIM LEICHANPABICHHBIN
MpoLECC, MPEANONAralolMid MPUHATUE COOTBETCTBYIOUIMX MEP Ha BCEX ATalax MKU3HEHHOIO
nukia UCIT/IH.

NCII[lH nomkHBI HAaXOIUTHCS B 3alIUIICHHOM COCTOSHUM Ha MPOTSHKEHHH BCEro
BpeMEeHH MX (DYHKIHOHHpPOBaHUS. B COOTBETCTBUU € ATUM MPUHLUIOM JOJKHBI IPUHUMATHCS
Mepbl 1o HeponyeHuto nepexona MCII/IH B He3aMILIEHHOE COCTOSTHUE.

bonbmimHCTBY (GU3MUYECKUX U TEXHUYECKHX CPEACTB 3aluThl A1 3()PeKTUBHOTO
BBITIOJTHEHUSI CBOMX (YHKIMK HE0OXOoIMMa ITOCTOSHHAsS TEXHHYECKas W OpTraHU3allMOHHAs
(amMUHUCTpaTUBHAsA) TOJAECpXKKa (CBOEBpEMEHHAas CMEHa M o0ecredeHrue MPaBUIBHOTO
XpaHeHUs] M TPUMEHEHUsT WMEH, T[apoJied, KiIoYell mudpoBaHus, IepeonpeneicHme
nonmHoMounii u T.m.). IlepepbiBbI B paboTe CpeACTB 3aIMTHl MOTYT OBITh HCIOJb30BaHbBI
3JIOYMBIIIJICHHUKAMH JIJIs1 aHAJIN3a MIPUMEHSEMBIX METOJIOB U CPEJICTB 3aIUTHI, /ISl BHEAPECHUS
CIIEUMAJIbHBIX TPOrPAMMHBIX M amnmapaTrHbIX "3aKiIaJoK" W JPyrux CpeACTB MPEOJ0IEHUs
CHCTEMBI 3alIUTHI ITOCJIE BOCCTAHOBIICHUS €€ (DYHKIIMOHUPOBAHMSL.

CBOeBpEeMEHHOCTH

[Tpenmonaraer ynpexaaromui xapaktep Mep obdecrnieuenus: 06esonacHoctu I1/[H, To ecTb
IIOCTAaHOBKY 3anady 1no kommuiekcHod 3amurte WCII[H u peanumzanuio mep obecneueHUs
6e3onacuoct [1/In Ha pannux cramusax paspaborku UCIIIx B 11e0M U ee cUCTeMbl 3allUThl
UH(pOPMalKK, B YACTHOCTH.

Pa3paboTka cucTeMbl 3alIUTHl JOJDKHA BECTHCHh MApaJIEIbHO C pa3pabOTKONH U
pa3sBUTHEM CaMOH 3aIUIIIAEMON CUCTEMBL. JTO MO3BOJIUT YUeCTh TpeOOBaHUS O€30MAaCHOCTH MPH
IPOEKTUPOBAHUM APXUTEKTYpPbl M, B KOHEUHOM cCueTe, co3/aTh Oojee 3(p¢eKTUBHbIE (KaK IO
3aTpaTam pecypcoB, Tak U MO CTOHKOCTH) 3alllUIIEHHbIE CUCTEMBI.

HpeeMCTBeHHOCTL U COBEPIICHCTBOBAHUE

[IpenmonararoT MOCTOSTHHOE COBEPIICHCTBOBAHUE MEP M CPEICTB 3alUThl WHGOPMAIIUU
Ha OCHOBE MPEEMCTBEHHOCTH OPraHU3AIlMOHHBIX U TEXHUYECKUX PEIICHH, KaJpOBOTO COCTaBa,
ananuza ¢pynkuuonupoBanus UCIIJIH 1 ee cucTeMbl 3alIUTHI ¢ YI€TOM U3MEHEHU B METO/IaX U
cpencTBax rmepexBaTa WH(OpPMAIMK, HOPMATHUBHBIX TPeOOBAaHUU MO 3aIUTE, JOCTUTHYTOTO
OTEUYECTBEHHOTO U 3apy0eKHOTO OTbITa B 3TOI 00JIacTH.

HepCOHaJILHaH OTBETCTBCHHOCTD

[Ipenmonaraer BO3MOKEHHWE OTBETCTBEHHOCTH 3a obecmedeHue OezomacHocTH [1/[H ©
CHUCTEMBI UX 00pabOTKH Ha KaXKJ0TO COTPYAHHKA B TMpeJiesiaX ero MoJTHOMOYHi. B cooTBeTCTBUHI
C JTUM NPHHIUIIOM paclpeesieHne TpaB U OOS3aHHOCTEH COTPYAHHKOB CTPOUTCS TaKUM
o0pazomM, 4TOOBI B ciydae JI0OOTO HApyIIEHUS KPYr BHHOBHUKOB OBLI YETKO WM3BECTEH WIIN
CBEJICH K MUHIMYMY.
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IpuHIMI MUHUMHM3AIUA IOJTHOMOYH I

O3Havaer MpPEeAOCTaBICHHE IIOJB30BATENSIM MUHUMAJIBHBIX IpaB JOCTyna B
COOTBCTCTBHUHU C HpOHSBOI[CTBGHHOfI HGO6XO[[I/IMOCTLIO, Ha OCHOBC IIpUHIMIIA «BCC, 4YTO HC
pa3penieHo, 3anpereHo.

Hoctyn k II[IH gomxkeH mpenocTaBisATbCS TOJIBKO B TOM cllydae U OOBbEME, €CIH 3TO
HEOOXOUMO COTPYIHUKY JIJISl BBIMIOJTHEHHUS €T0 JOHKHOCTHBIX 0053aHHOCTEH.

B3aumopeiicTBue 1 COTPYAHUYECTBO

[Ipennonaraer co3manue OJaronpuATHOM arMocdepbl B KOJIJIEKTHBAX HOJpa3[elIeHU,
oOecneunBaromux  gesrenpHocts  MCII[H  WHcruTyra, and  CHUKEHMST  BEpOSTHOCTH
BO3HUKHOBEHUS HETaTUBHBIX JEHCTBHUI CBA3aHHBIX C YEJIOBEYECKUM (DAaKTOPOM.

B Takoii 00cTaHOBKE COTPYAHHMKH JOJDKHBI OCO3HAHHO COOJIOJATh yCTAHOBJICHHBIC
IIpaBWJIa M OKa3blBaThb COJCHCTBUE B JICATCIBHOCTH IOAPA3ICICHUN TEXHUYECKOM 3alIUThI
uHpOpMaLnH.

I'noxoctb cucrembl 3amuThl I1JIH

[TpunsTBHIE MEPHI U YCTAaHOBJIEHHBIE CPEJICTBA 3aLUThI, OCOOCHHO B HAYaJbHBIM MEPHO]
UX SKCIUTyaTallud, MOTYT oOecleyMBaTh KaK Ype3MEpHBbIH, TaK M HEIOCTaTOYHBIH YpPOBEHBb
3amuThl. g obecrieyeHrs BO3SMOKHOCTH BapbUPOBAHUS YPOBHEM 3alIUIIEHHOCTH, CPEICTBA
3alMThl JOJDKHBI 00JagaTh OMNpeAeraeHHOM TIMOKocThio. OCOOEHHO BaKHBIM 3TO CBOMCTBO
SBIISIETCA B TEX CIIydasX, KOTJa YCTAaHOBKY CPE/CTB 3aIIMTHl HEOOXOAWMO OCYHIECTBISATH Ha
paboTarollyro cucTeMy, He Hapyllas polecca e HOpMaJbHOI0 (PYHKIIMOHUPOBAHMUSL.

OTKPLITOCTB AJITrOpuTMOB U MEXAaHU3MOB 3aIIIUTHI

CyThb NpHUHIMIA OTKPHITOCTU aITOPUTMOB M MEXaHHU3MOB 3alIUTHl COCTOUT B TOM, YTO
3aIuTa He JIOJDKHA 00ECTIeYUBATLCS TOJIBKO 33 CUET CEKPETHOCTU CTPYKTYPHOU OpPTaHU3AINH U
ANrOpUTMOB (HYHKITMOHUPOBAHHUSI €€ TIOJICUCTEM. 3HAHUE aJrOPUTMOB PabOThI CUCTEMBI 3AIIUTHI
HE JIOJDKHO JIaBaTh BO3MOXHOCTH €€ MpeojojieHus (naxe aBTopam). OgHAKO, 3TO HE O3HAYAET,
4T0 MH(OPMAIHS O KOHKPETHOM CUCTEME 3allUThI JOJDKHA OBITh OOIIEAOCTYITHA.

HpOCTOTa NMPUMEHEHUS CPEACTB 3allIUThI

MexaHU3MBbI 3alUTHl JOKHBI ObITh MHTYUTUBHO MOHSATHBI U MPOCTHI B UCIIOJIb30BAHUM.
[TpriMeHeHre cpesiCTB 3allUThl HE TOJKHO OBITh CBSI3aHO CO 3HAHWEM CIIELUANIbHBIX SI3bIKOB HIIN
C BBINIOJIHEHHEM JEWCTBUM, TpeOyIOIUX 3HAYMTENbHBIX JOMOJHHUTEIbHBIX TpPyAO3aTpaT MpHU
00BbIYHOI paboTe 3aperucTpUpPOBAHHBIX YCTAHOBICHHBIM MOPSAKOM IOJIB30BATENEH, a TAKXKe HE
JIOJDKHO TpeOoBaTh OT IOJIb30BATEJNIs BBIMOJIHEHUS PYTHHHBIX MAJIONOHATHBIX €My olepanui
(BBOJI HECKOJIBKUX Mapojei U UMEH U T.1.).

JlomKHa 1OCTUraThCsl aBTOMAaTH3alUsl MAaKCUMAaJIbHOTO YHCia ACHCTBUH IOJIb30BaTENIEH
u anmunuctparopoB UCII/Ix.

Hay4yHast 000CHOBAHHOCTb U TEXHHYECKAS PeaTnu3yeMoCTh

HNupopmaninoHHbIE TEXHOJIOTMH, TEXHUYECKHE M IPOrpaMMHBIE CpEACTBa, CPEACTBA U
MepbI 3alIUThl UHQOPMAIMK JOJKHBI ObITh PEAlIM30BaHbI HA COBPEMEHHOM YPOBHE Pa3BUTHS
HAaYKM W TEXHHUKHU, HAYIHO 000CHOBAaHBI C TOYKH 3p€HUA OOCTUIKCHHA 3aJaHHOI'0 YpPOBHSA
Oe3omacHOCTH WHGOPMAIlMM © JOJDKHBI COOTBETCTBOBATh YCTAHOBIEHHBIM HOpMaMm U
TpeboBaHusM 110 6e30omacHocTu [1/]H.

C3I1u momxHa ObITH OPUEHTUPOBAHA HA PEIICHHUS, BO3MOKHBIE PUCKU JJISI KOTOPBIX H
MEpbl MPOTHUBOACHCTBHSI JITHM pPHCKaM TIPOILIA BCECTOPOHHIOID TEOPETUYECKYI0 U
MPAKTHYECKYIO IPOBEPKY.
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Crnennanu3zanus 1 npogeccunoHaIn3m

[Ipenmonaraer mnpuBiedeHHEe K pa3paboTKe CPEACTB M peau3allid Mep 3alluThl
UHOPMALIUU CTICHATU3UPOBAHHBIX OpraHU3aluid, Hauboee MOATOTOBICHHBIX K KOHKPETHOMY
BUIY JleATeNbHOCTH Mo obecnedeHuto Oe3omacHoctu [I/[H, MMEIOIMX OMBIT MPAKTHUECKOMN
paboThI ¥ TOCYAApCTBEHHYIO JIMIIEH3MIO Ha MPAaBO OKa3aHUs YCIYyT B 3Toi obnactu. Peanmnszanus
aJMUHUCTPATUBHBIX ME€pP M DHKCIUIyaTallMsl CPEACTB 3allUThl JOJDKHA OCYIIECTBIISTHCS
npodeCCHOHATIBLHO MOATOTOBIEHHBIMY crienuanucTamMu MHctuTyTa.

O0s13aTeJIbHOCTH KOHTPOJISA

[Ipeamnonaraer 06s3aTeILHOCTh U CBOCBPEMEHHOCTD BBISBICHHS M MTPECEUECHUS MOTBITOK
HapylIeHUs YCTAaHOBJIIEHHBIX HpaBui obOecredeHus OesomacHoctd IIJ[H Ha ocHOBe
UCTIOJIb3YEMBIX CHUCTEM M CPEJICTB 3aLIUThl HH(POPMAIIUH MPU COBEPIICHCTBOBAHUH KPUTEPUEB U
METO/I0B OLEHKHU 3(PPEKTUBHOCTU 3TUX CUCTEM U CPEJICTB.

KoHTponb 3a A€ATENBHOCTBIO JI00Or0 IOJIb30BATENs, KAXKAOI0 CPEACTBA 3alIUTHI U B
OTHOILEHUM JII0OOOro OO0BEKTa 3allUThl JODKEH OCYIIECTBIATHCA Ha OCHOBE INPUMEHEHUS
CPEACTB  ONEPATHMBHOTO KOHTPOJSI W  PEruUCTpallMd M JIOJDKEH  OXBaTblBaTh KAk
HECaHKI[MOHUPOBAHHBIE, TAK U CAHKLIMOHUPOBAHHBIC IEUCTBU 10JIb30BATEICH.
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Mepbl, MeTOaBbI U CPeCTBA o0ecniedeHUs TPedyeMoro ypoBHs 3alllUIIIEHHOCTH

Obecnieuenne TpeOyeMOro ypoBHS 3allUIIEHHOCTH JOJKHOCTH JOCTUTAThCs C
UCTIOJIb30BAaHUEM MeEp, METOJOB M CpeACTB Oe3omacHOCTH. Bce Mepbl obecnedeHus
6e3onacnoctu MUCIIJIH moapa3aensroTcs Ha:

3aKOHOJATEbHbIE (IIPaBOBBIE);

MOpaIbHO-ITHYECKHUE;

OpraHU3aIMOHHbIE (aIMUHUCTPATUBHBIC);

busznveckue;

TEXHUUYECKHE (anmapaTHble U IPOrpaMMHBIE).

[lepeuenr BbIOpaHHBIX Mep oOecrieyeHHs 0e30mMacHOCTH oOTpaxaerca B [lmane
MEPOPHUSITHIA IO 00SCIICUYSHUIO 3alTUTHI IEPCOHATBLHBIX JAHHBIX.

33KOHOHaTeJ’[LHLIe (l'lpaBOBLIe) MEPLI 3alIMThI

K mpaBoBeIM Mepam 3allUTBl OTHOCSITCS JEHCTBYIOLME B CTpPaHE 3aKOHBI, YKa3bl U
HOpPMaTUBHBIE aKThl, periJaMeHTHpyolne npasuia odpamenus ¢ I1/[H, 3akpemstonue npasa u
00s13aHHOCTH YYAaCTHHUKOB HWH(OPMALMOHHBIX OTHOLIEHHH B Tmpolecce ee o0paboTku U
WCIIOJIb30BaHUs, & TaKK€ YCTAHABJIMBAIOIME OTBETCTBEHHOCTb 33 HAPYIIEHUs JTUX IIPaBUII,
NPEnsATCTBYS. TEM CaMblM HENpPaBOMEpPHOMY ucnonb3oBanuto IIJlH u  ABisronimecs
CICPKUBAIONIMM (DaKTOPOM ISl TOTECHIIMATBHBIX HAPYIITUTEIICH.

[IpaBoBbie Mephl 3alIUTBl HOCAT B OCHOBHOM YIPEXIAIOLIUH, MpodumakTudeckuit
XapakTep W TPeOYIOT TIOCTOSHHOW pPa3bsICHUTENBHOW pPAa0OTBI C TMOJB30BATEISIMH |
00CITyXKUBAIOUIIM IIEPCOHATIOM CHUCTEMBI.

MOpaJIBHO'3TI/I‘leCKI/Ie M€EPLbI 3alIUTbI

K MopalbHO-3THYECKHM MepaM OTHOCSTCS HOPMBI TOBEACHUS, KOTOPBIC TPAIUIIUOHHO
CJIOKUJTUCH WJIM CKJIQJBIBAIOTCS 10 Mepe pacnpocTpaHeHuss OBM B crpane win obiectse. ITu
HOPMBI OOJIBIIIEH YaCThIO HE SIBJISIOTCS 00sI3aTEIbHBIMHU, KaK 3aKOHOJATEIBHO YTBEPIKICHHBIC
HOPMATUBHBIC AKTbl, OJHAKO, HX H€C06J'IIOI[€HI/I€ BCICT 00BIYHO K MagcHUI0 aBTOPUTCETA,
MpeCTHKa YeTI0BEeKa, TPYMIIbI JIUI] UK OpraHu3aiui. MopalbHO-3TUYECKHUE HOPMBI OBIBAIOT KaK
HenucaHble (HampuMep, OOIIETPU3HAHHBIE HOPMBI YECTHOCTH, MAaTPUOTU3MA M T.I.), TaK U
MUcaHble, TO €CTh 0(OPMIICHHBIE B HEKOTOPBIN CBOJ (YCTaB) MPaBUI WU TPEATHUCAHHA.

MopanbHO-3THUECKHE MEpPbl 3alUThl SABJISAIOTCS NPOPUIAKTHYECKMMH U TpeOyroT
MOCTOSTHHOM paboThl 1O CO3JAAHHMIO 3J0POBOIO MOPAIBHOTO KIMMaTa B KOJJIEKTHBaX
HOI[pEB)IeJ'IeHI/II\/'I. MOpaJ'H)HO'STI/I'-Ie()KI/IC MCPBI 3alIUTBI CHUKAKOT BECPOATHOCTHL BO3HUKHOBCHUA
HETaTHUBHBIX JEHCTBHUI CBSI3aHHBIX C YEIOBEYECKUM (PaKTOPOM.

Opra}m3auuomu)1e (aJIMPIHI/ICTpaTI/IBHLIe) MEPLbI 3alIUThI

OpraHu3anroHHble (aIMUHUCTPATUBHBIC) MEPHI 3AIIUTHI - 3TO MEPbl OPraHU3aLMOHHOTO
XapakTepa, peraMmeHtupytommue mpornecchl (ynkiuonupoBanus WCII/[IH, ucnonbp3zoBanue
pecypcoB UCII/IH, naedarenbHOCTh OOCITY)KMBAIOLIETO MEpCOHala, a Takke MOpAIoK
B3auMojieiicTBusl moibs3oBareneid ¢ MCII[lH Takum oOpa3om, 4ToOBl B HAMOOJBINEH CTENEHU
3aTPYAHUTh WM HUCKIIOYUTH BO3MOXHOCTH pEalM3allid yrpo3 Oe30MacHOCTH WM CHHU3HTH
pa3Mep NOTEPH B CIIy4ae UX pean3aliu.

['maBHass 1enp  AaAMUHUCTPATUBHBIX  MeEp, MPEANPUHUMAEMBIX Ha  BBICIIEM
yIpaBieHUYecKoM ypoBHE — copmupoBath [lomutuky muHdopmanmonHoit 6e3omacHoctu I11H
(oTpaxarolylo MOAXOAbI K 3amuTe HHpopMalnuu) U OOECIeYUTh €€ BBIIOJIHEHUE, BBIACIL
HEOOXOIUMBIE PECYPCHI U KOHTPOJIUPYS COCTOSIHUE JIE.

Peanuzanus [omutuku uHopmanmonnoi 6e3onacHocty I1JJn B UCII/IH cocTosT u3
Mep aIMHUHHCTPATUBHOTO YPOBHS M OPraHU3alMOHHBIX (IPOLEAYPHBIX) MEp 3allUThl
uHpOpMaLUH.
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K agMUHUCTpaTHBHOMY YpPOBHIO OTHOCATCS PEIICHHS] PYKOBOJCTBA, 3aTpardBaroIIue
nestensHocTh MCIIIH B 1ienoM. DT pemeHus 3akpervisiores B [lomutuke nHDOpMamoHHON
6e3omacHocTh. [IpuMepoM Takux pemeHuii MOTyT ObITh:

OPUHATHE pelleHrus O (GOPMUPOBAHUU WM IEPECMOTPE KOHIIEMLUU O00ecredeHUs
6e3onacHoctH [1/]H, onpenieneHre OTBETCTBEHHBIX 3a €€ PEATU3aLUIO;

dbopMynupoBaHue 1eNei, IOCTaHOBKA 3a/1a4, ONpe/ieJIeHHe HaIllpaBJICHUN JesTeIbHOCTH
B obustactu 6e3omnacuoctu [1/1H;

INPUHIATHE PEUIeHWH MO BOIpOCaM peald3alli MporpaMMbl 0€30MacHOCTH, KOTOpHIE
paccMaTpUBaIOTCS Ha ypoBHE MIHCTUTYTA B LIEJIOM;

obecrieueHre HOPMATUBHOM (TIPaBOBOIA) Oa3bl BOIPOCOB OE30MACHOCTH H T.II.

[TonmuTHka BEPXHEro YPOBHSI JOJDKHA YETKO OUYEPTUTH CEpy BIUSHUS U OTPAHUUYCHUS
npu omnpezeneHuu uesneit 6ezomacuoctu [1/1H, onpeaenuTs kKakuMu pecypcamu (MaTepuaibHbIe,
MEepPCOHAT) OHM OYAYT JOCTUTHYTBI M HAWTU Pa3yMHBIA KOMIIPOMHCC MEXAY MPUEMIIEMBIM
ypoBHeM Oe3omacHocTH U pyHKImoHAIbHOCTHIO MCIT/IH.

Ha opranusanimoHHOM ypOBHE OIPEEIIAIOTCS PO ypbl U MpaBuila JOCTHKEHUS Lieen
u pemreHus 3aaa4 [lomutuku napopmanmonHoi 6ezomacnocty [1J{H. DTr npaButa onpenensior:

KakoBa 00J1acTh IPUMEHEHUs NOIUTUKU Oe3onacHocTH [1/1H;

KaKOBBI POJIM U 00S13aHHOCTH JJOJDKHOCTHBIX JIUII, OTBEYAIOIIUE 32 MIPOBECHNUE TOJTUTUKA
6e3onacHoctu I1/IH, a Tak ke X yCTaHOBUTh OTBETCTBEHHOCTD;

KTO uMeeT npasa aocryna K [1/1x;

KakMMHU MepaMHM U cpecTBaMu obecnieunBaeTcs 3ammra [1/1H;

KaKMMH MEPaMH U CPEACTBaMHU 00ECTIEYUBACTCS KOHTPOJIb 32 COOIIOACHNEM BBEICHHOTO
pexuma 6e30MacHOCTH.

OpranuzanOHHBIE MEPBI TOJIKHBI:

npeaycMaTpuBaTh — perjaMeHT  MH(POPMALMOHHBIX  OTHOIICHHWH, HMCKIIIOYAIOIINX
BO3MOXKHOCTbh HECAaHKI[HIOHUPOBAHHBIX JIEHCTBHIA B OTHOLIEHUN OOBEKTOB 3aILUTHI;

ONpPENENATh KOAINLIHUOHHBIE M HEPAPXWYECKHUE INPUHLMIIBI U METOAbl pa3sTpaHUYCHUS
nocryna k [11x;

ONpeAeNiTh MOPSA0K padoThl C MPOrpaMMHO-MAaTEeMATUYECKUMU M TEXHUYECKUMU
(ammapaTHBIE) CPECTBAMHU 3aIUTHI U KPUIITO3ALIUTHI U JPYTUX 3aIUTHBIX MEXaHU3MOB;

opranu3oBatb  Mepbl  npotuBogeiictBus HCJ] nonp3oBarensiMu  Ha  3Tamax
ayTeHTU(UKalMK, aBTOPU3AMM, HJEHTHU(UKALMU, 00eCHeuuBaIOIUX TapaHTUH pealnu3aluu
IPaB U OTBETCTBEHHOCTH CYObEKTOB MH(OPMALIMOHHBIX OTHOLICHUH.

B opranuzanoHHbIE MEPBI JOJKHBI COCTOSITh U3:

pernamenTa gocryna B nomemenns UCII/IH;

MOPSIIOK JTIOMyCKa COTPYAHUKOB K ucnoib3oBanuio pecypco UCIT/In NucturyTa;

periaMeHTa TMpoLEcCOB BeleHUs 0a3 JaHHBIX U OCYIIECTBIECHUS MOAU(DUKALUH
MH(OPMaLIMOHHBIX PECYPCOB;

peryiaMeHTa MpoeccoB 00CIyKUBAaHUS U OCYIIECTBICHUS MOAU(UKALNY annapaTHBIX U
nporpamMmHbix pecypcoB UCII/IH;

uHCTpykuui mons3oBareneid MCII[In (ammunuctparopa WCII[AH, agmuHHCTpaTopa
6e3omacHocTH, oneparopa UCITIH);

WHCTPYKIUS MTOJIB30BATENS IIPU BOSHUKHOBEHUH BHEIITATHBIX CUTYALUN.

du3nyecKue MEpPbI 3allIUThI

dusndeckue MCPBI 3alllMTBI OCHOBAHBI HAa NPHUMCHCHUHU PA3HOTO poaa MEXaHUYCCKUX,
9JICKTPO- nin QJICKTPOHHO-MCXaHUYICCKUX YCTPOﬁCTB n COOPY)KCHHﬁ, CrieaJibHO
NpE€aAHasHAYCHHBIX [JIA  CO3daHUsA (bl/ISI/ILIeCKI/IX HpGHfITCTBI/Iﬁ Ha BO3MOXHBIX IIYTAX
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MPOHUKHOBEHHUSI M JOCTyNa IOTEHIMAJbHBIX HAPYILIWTEIEW K KOMIIOHEHTAM CHCTEMBI H
3aluIIaeMoil nHpopMalY, a TAK)KEe TEXHUYECKUX CPEJCTB BU3YyaJlbHOTO HAOIIOJEHUS, CBA3H U
OXPAaHHOM CUTHAIU3ALUU.

Ouznyeckas 3allldTa 3JaHUN, MOMEIIEHUH, OOBEKTOB M CpPelICTB HH(OpMaTHU3aAINU
JIOJ>KHA OCYILIECTBIISATHCS IIyTEM YCTAHOBJIEHUSI COOTBETCTBYIOLIMX MMOCTOB OXPAaHBbI, C MOMOLIBIO
TEXHUYECKUX CPEACTB OXpaHbl WU JIIOOBIMH JPYTHMMU CHOCOOaMHU, MPEJOTBPAIIAIOIIUMU WIN
CYIIECTBEHHO 3aTPYAHSIOIIMMU IPOHUKHOBEHHUE B 3JaHUE, MOMEIICHUS IOCTOPOHHUX JIUII,
XUIIeHWe MH()OPMAIMOHHBIX HOCHUTEJEH, caMHuX CpelCTB MH(QOpMATH3AIMH, UCKIIOYAIOIIMMU
HAXO0JIEHWE BHYTPHU KOHTPOIUPYEMOU (OXpaHsIEMOi) 30HbI TEXHUUYECKUX CPEJCTB Pa3BEIIKH.

AnmnapaTtHo-nporpaMMHble cpeacTBa 3ammThl [1/{n

TexHuueckue (ammapaTHO-MPOTrPAMMHBIE) MEPBI 3alllUThl OCHOBAHbI HAa MCIOJIb30BAaHUU
Pa3IMYHBIX 3JEKTPOHHBIX YCTPOMCTB U CIIEHMANIBHBIX MporpamM, Bxoasmumx B coctaB UCII/IH u
BBIMOJIHSIONINX (CAMOCTOSATEIBHO WM B KOMILIEKCE C APYTUMHU CPEACTBAMU) (DYHKIMU 3aIIUThHI
(uneHTH(UKAUIO U AayTeHTU(UKALUIO MOJb30BaTeNIeH, pasrpaHUYeHrEe JOCTyIa K pecypcam,
PETrUCTpaLMI0 COOBITUH, KpUNITOTpapUIECKOe 3aKphITHE HHOOPMALIMH U T.1I.).

C yyerom Bcex TpeOoBaHU U NMpUHIUIIOB obecnieuenust 6e3onacHoctu [1Jn B UCIT/IH
[0 BCEM HAMpaBJICHHUSIM 3allUThl B COCTaB CHUCTEMBI 3alUTHl JOJDKHBI OBITH BKIIOYCHBI
CJIEYIOLINE CPEACTBA!

cpeacTBa UACHTH(UKAUU (OMO3HABaHWsA) W ayTeHTU(UKAMK (MOATBEPKACHUS
noayiuHHOCTH ) Tosib3oBatenei UCIIx;

CpeAcTBa pa3rpaHUYEHUsl JOCTyNa 3apErMCTPUPOBAHHBIX I10Jb30BATENEH CUCTEMBI K
pecypcam UCITn UucTuTyTa;

cpencTBa 00ecrevYeHuss U KOHTPOJS HEIOCTHOCTU MPOrPaMMHBIX U HMH(OPMAaIMOHHBIX
pecypcos;

CpEICTBA OMEPATUBHOTO KOHTPOJIS U PETUCTPALIMU COOBITHI 0€30MacHOCTH;

Kpunrorpaduueckue cpeacTsa 3amutsl [1/1H.

VYcenemHoe NpuUMEHEHUWE TEXHUYECKHUX CPEACTB 3alUThl HA OCHOBAaHUM IPUHLUIIOB
(pa3men 5) mpenrosiaraeT, YTO BBIMOJTHEHUE TMEPEYUCIICHHBIX HIDKE TpeOOBaHUM 0OecreueHo
OpPTaHHU3aI[MOHHBIMH  (aIMUHUCTPATUBHBIMH) MEpaMH U HCIOJNb3yeMbIMH  (U3HUECKUMU
CPEICTBAMU 3aIIUTHI:

obecrnieueHa (usnueckas 1eiaocTHocTh Beex kommoHeHT UCITIH;

KaKAbId coTpyaHuk (mosb3oBarens MCII[H) winm rpymnma mosib3oBaTenell  UMeeT
VHUKQIbHOE CHCTEMHOE HMS M MHUHUMAJIbHO HEOOXOAMMBIE [JIsl BBIMOJHEHUS HM CBOHMX
(GYHKIIMOHAJIBHBIX 005S3aHHOCTEN MOJIHOMOYHS 10 JOCTYILY K PECYpCaM CUCTEMBIL;

B UCII/In UHcTuTyTa pa3paboTka U OTiIajlKa MPOrpaMM OCYIIECTBISETCS 3a MpeaeiaamMu
NCII/IH, Ha HCTIBITATEIBLHBIX CTCHIAX;

BCE W3MEHEHUs KOH(MUTYpalluu TeXHHYeCKUX H mporpammubix cpeacts HCIIAx
MPOU3BOJISITCS CTPOTO YCTAHOBJIEHHBIM TOPSIKOM (PETHCTPUPYIOTCS M KOHTPOJMPYIOTCS)
TOJIbKO HAa OCHOBAaHHUM PacHopsKeHHUM pykoBoacTBa MHcTUTYTA;

cereBoe 00OpyAOBaHUE (KOHILIEHTPATOPbl, KOMMYTAaTOpPbl, MAapHIpyTH3aTOPhl U T.II.)
pacmonaraeTcsi B MeCTax, HEAOCTYMHBIX [UIsi TOCTOPOHHUX (CIEHHUANbHBIX TOMEIIECHUsX,
mkadax, u T.I1.).

cnenuanuctaMd  MHCTHUTyTa  OCYHIIECTBISIETCS ~ HENPEPHIBHOE  YIPABJICHHE U
aIMUHUCTPATUBHAS MOICPKKA (PYHKITMOHUPOBAHHUS CPEJICTB 3aIIHTHI.
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Kountpoas 3¢pexTuBnoctu cucremsl 3ammtbl UCIIIn UucTuTyTa

Kontpons sddexkruBroctrn C3II[H nomKeH OCYymIECTBISAETCS Ha MEPUOJIUYECKON
ocHoBe. llempto  koHTpomst  A(PPEKTUBHOCTH  SABISETCS  CBOCBPEMEHHOE  BBISBIICHUE
HeHaJnexamux pexumoB paborel C3II[H (oTKiIIOYEHHME CPEACTB 3alIMTHI, HapyLICHUE
PEKUMOB  3aIUThl, HECAHKIIMOHMPOBAHHOE M3MEHEHHUE pEeKHMMa 3allUThl M T.I.), a TakK
MIPOTHO3UPOBAHMUE U IPEBEHTUBHOE PearupoBaHUE HA HOBBIE yrpo3bl 6e3omacHoctu [1/1H.

KoHTponb MOXeT TpOBOAWTHCS Kak aaMuHHCTparopamu Oe3omacuoct MCIIAH
(omepaTUBHBIA KOHTPOJIb B Mporiecce uHpopmarronHoro B3aumojeiictus B MCII/IH), Tak u
MPUBJIEKAEMBIMU JJI1 3TOM LEIM KOMIETEHTHBIMH OpraHU3alUsMU, UMEIOIIMMHU JIUIICH3UI0 Ha
3TOT BUJ JiesITenbHOCTH, a Takke DCTIK Poccun u ®Ch Poccuu B pesennax ux KOMIETEHIIUH.

KoHTpoIb MOXKET OCYHIECTBIATHCS aTMUHUCTPATOPOM 0€30MacHOCTH KaK C ITOMOIIBIO
HITATHBIX CPEACTB cucTeMbl 3amuThl [1/IH, Tak ¥ ¢ MOMOIIBIO CHEIHATBbHBIX MPOrPaMMHBIX
CPE/ICTB KOHTPOJIS.

Ouenka »s¢dextuBHocTn Mep 3ammtbl [I/IlH  mpoBoguTcs ¢  HCNONB30BAaHHEM
TEXHUYECKUX M MPOTPAMMHBIX CPEJCTB KOHTPOJIS HA MPEIAMET COOTBETCTBHUS YCTAHOBIICHHBIM
TpeOOBAHUSM.
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Cdepbl oTBeTcTBeHHOCTH 32 Oe30nacHoCTh [1/IH

OTBeTCTBEHHBIM 3a pa3pabOTKy MeEp M KOHTPOJIb HaJ oOecredeHueM Oe30MacCHOCTH
NEPCOHAIBHBIX JaHHBIX ABIAETCS pyKoBoauTenb WHcrutyra. PykoBoauTens  MoOXeT
JIeNIeTUPOBaTh YacTh MOJTHOMOYHUH 10 00ecIeueHnI0 0€30aCHOCTH ePCOHANBHBIX JaHHBIX.

Cdepa OTBETCTBEHHOCTHM pYKOBOIUTENS BKJIIOYACT CIEAYIOIIHE HampaBICHUS
obecnieuenus 6e3omacuoctu [1/]H:

[TnanupoBanue U peanuzaius Mep o odecrneueHuto 6e3omnacuoctu [1/1H;

Anamm3 yrpo3 6e3omacuoctu [1/]H;

Pa3paboTky, BHeApeHuEe, KOHTPOJIb HCIOJHEHUS M TMOJJEepPKaHUE B aKTyaJbHOM
COCTOSIHUU TOJINTUK, PYKOBOJICTB, KOHLIENILIUH, TPOLEYP, PETJIaMEHTOB, HMHCTPYKIUI U IpYyrux
OpraHU3aIMOHHBIX JOKYMEHTOB 110 00ECIeUeHUI0 Oe30MacHOCTH;

Kontpons 3amumennocta UT undpacrpykrypst Kommanuu ot yrpos Ub myrewm;

O6yuenue u uHdopmupoBanue nosb3oateneir MCII/IH, o mopsake paboter ¢ [1/H u
CPEJICTBAMU 3aLUThI;

[IpenoTBpatieHre, BBIABICHUWE, pEardupoBaHWE W  pacclelOBaHUE  HAPYIICHUI
6e3onacuoctu [1]1H.

IIpy B3aMMOAECHCTBHM CO CTOPOHHUMHU OpPraHU3alMsAMHU B CIIy4asix, KOrJa COTPYIHUKAM
STUX OpraHM3alfil MPeIoCTaBIAETCA JOCTYNl K OOBEKTaM 3amuThl (pa3gen 3), ¢ 3TUMHU
OpraHM3aUsIMHU JODKHO OBITh 3aKiioueHO «CormameHue O KOH(PHIACHIIMATBHOCTHY, JTHOO0
«Cornamenue o cobnmonennu pexkuma 6ezonacunoctu [1/[n npu Bemonnenuu padot B UCITdu».
[TonroroBka TUIOBBIX BAPUAHTOB JTHUX COMVIAIIEHUHA OCYLIECTBISIETCS COBMECTHO C
IOpUCKOHCYNbTOM MHCTHTYTA.
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Monesib HApYIIHTENsA 0€30MACHOCTH

Ilon wHapymmreneM B VYUpeKIEHMM IIOHMMAeTCd JIMLO, KOTOpOE B pe3yibTare
YMBIIUICHHBIX WM HEYMBIIUICHHBIX JEHCTBUII MOXET HaHecTH ymepO oObeKTaM 3alfuThl
(pazmen 3).

Hapymmurenu mnoapasnensiorca no npuzHaky npuHamiexxknoctn k MWCIIIH. Bce
HApYIIUTEIN ACNATCA Ha IBE TPYIIIIbL:

e BHEIIHWE HAPYUIUTENU — (PU3NYECKUE ML, HE UMEIOIIe TpaBa MpeObIBaHMs Ha
TEPPUTOPUU KOHTPOJIIMPYEMOU 30HBI, B Tpeleiax KOTOpOH pa3MeliaeTcs
obopynoBanue UCIIdH;

e BHYTPCHHHE HAPYIIUTEIH — (PU3MUECKUE JINIA, UMEIOIIUE MTPaBO MPEObIBAHMS Ha
TEPPUTOPUU KOHTPOJIMPYEMOM 30HBI, B TIpelaesiax KOTOpOM pa3Melaercs
obopynoBanue UCII/H.

Knaccugpukanuss Hapymmreneil mnpenctaBieHa B Mogenu yrpo3  0e30MacHOCTH
nepcoHanbHbIX AaHHbIX Kaxaou UCII/IH.
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MogaeJb yrpo3 6e30nacHOCTH

Hns WCIIAn WucTuTyTa BBIACISAIOTCSA CIEAYIOIIME OCHOBHBIE KaTErOpPUU YIrpo3

0e301macHOCTH INEPCOHAJTIBHBIX NaHHbIX!

1) Yrposbl OT yTeukH 1o TeXHHYECKUM KaHaIaM.

YTpo3bl HECAaHKIIMOHUPOBAHHOT'O IOCTYIA K HH(POPMALIUU:

Yrpo3bl yHMUTOKEHMS, XxumieHus anmapatHeix cpeacts  HCII[In  Hocurteneut
uHpopManuu myTeM ¢puzndeckoro aocryna K anementam UCIH.

VYrpo3pl  XUIIEHHS, HECAaHKUMOHHUPOBAHHOW MoAU(UKAIMK WM  OJOKUPOBAHUA
uHpopManuu 3a cyeT HecaHKIMoHupoBanHoro pgoctyna (HCJ/]) ¢ npuMeHneHuem
POrpaMMHO-AINAPATHBIX W TPOTPAaMMHBIX CpPEACTB (B TOM 4YHCJIE MPOTrPaMMHO-
MaTEeMaTUYECKUX BO3JICUCTBHIN).

Yrpo3sl HE MpeIHaMEPEHHBIX IEHCTBUN IOJIB30BATEICH M HapylmIeHWH OE30MacHOCTH
¢ynkunonupoBanuss UCIIn u C3I1[ln B ee cocraBe mu3-3a cOOEB B IPOTrpaMMHOM
o0ecrieueHUH, a TakXKe OT YIrpo3 HEaHTPONOreHHoro (cOOeB ammapaTrypbl H3-3a
HEHA/Ie)KHOCTU DJIEMEHTOB, COOEB AIEKTPONMUTAHUS) M CTUXUHHOIrO (yAapoB MOJHHM,
MOKapoB, HABOJHEHUH U T.II.) XapakTepa.

YTrpo3sl IpeAHAMEPEHHBIX ACUCTBUI BHYTPEHHHUX HApYyIIUTEIICH.

YTpo3bl HECAHKIIMOHMPOBAHHOI'O JOCTYIA IO KaHaJIaM CBS3H.

Omnwncanue yYrpo3, BEPOATHOCTH HUX pcaiu3dalluv, OIIaCHOCTb U  aKTYaJIbHOCTb

npeacTaBieHbl B Mozenn yrpo3 0€301acHOCTH EPCOHANbHBIX NaHHbIX Kaxaon UCIIIH.
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Mexanusm peaanzanun Konnenuuu

Peanuzanus KoHuenuuu 10mKHA OCYIIECTBIATHCA HA OCHOBE IEPCIIEKTUBHBIX TPOTPaMM
¥ TJIAHOB, KOTOPBIE COCTABIISIOTCS HA OCHOBAaHUU U BO MCIIOJIHEHHE:

denepalbHBIX 3aKOHOB B o0iacTh obOecrniedeHHs MHPOPMAIMOHHON O€30MacHOCTH M
3alUThl HH)OpMAIIH;

nocranoyieHud [IpaButenscTBa Poccuiickoit @enepanuu;

PYKOBOJSIIIMX, OPTraHU3aLMOHHO-PACTIOPATUTEIbHBIX U METOAMYECKUX JIOKYMEHTOB
®OCTOK Poccum;

norpedHocteit UCII/IH B cpencTBax obecrieuenus: 6e30nacHOCTH HHPOPMALIUH.
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O:xupnaemslii 3¢ dekr ot peanusanuu Konnenuun

Peammmzanms Konnenmuu 6e3onacuoctu [1J{a B UCIT/IH mo3BoIMT:

oueHuTh cocrosiuue Oe3omacHoctd uHGOpManmu MCIIIH, BBIABUTP HCTOYHUKU
BHYTPEHHUX W BHEIIHUX YIpo3 MHGOPMAIMOHHON O€30MaCHOCTH, ONpPENEIUTh NMPUOPUTETHHIC
HaIpaBJICHUs IPEAOTBPAICHUS, OTPAKEHUS U HEUTpaAIU3aI[UU 3THX YTPO3;

pazpaboTarh  pacmopsAMTEIbHbIE W HOPMATHUBHO-METOJIUWYECKHE  JIOKYMEHTBI
npumenurenbHo Kk UCTI/IH;

npoBecTH Kiaccudukaiuio u ceprudukaruo UCIH;

MPOBECTU OPTraHU3ANUOHHO-PEKUMHBIC H TEXHUYCCKUE MEPOIPHUATHS MO 00eCIeYCHUIO
oesomacuoctu I1/a B UCITdH;

obecreunTh HeOOXOIUMBIN YPOBEHBL 0€30MaCHOCTA 0OBEKTOB 3aITUTHI.

OcyliecTBiIeHHEe 3TUX MEPONPUSATHIl 00ecleyuT CO3AaHHE €IUHOM, IEJIOCTHOH H
CKOOpAMHHUPOBAHHOW cucTemMbl nH(popmanuonHoi OezonacHoctu MCII/IH u co3mact ycrmoBus
JUISL €€ JalbHEHIIIero COBEPILICHCTBOBAHMS.
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CnucoK HCIOJIb30BAHHBIX HCTOYHUKOB

OCHOBHBIMU HOPMATHUBHO-IIPABOBBIMU M METOAMYECKUMHU IOKYMEHTaMH, Ha KOTOPBIX
Oasupyercs Hacrosee [lonoxxeHne ABISIOTCA:

®enepanbubiii 3akoH ot 27.07.2006 1. No 152-D3 «O nepcoHaabHBIX JaHHBIX» (j1aiee —
®3 «O mnepcoHaNbHBIX JAHHBIX»), YCTAHABIMBAIOIINNA OCHOBHBIC IPHHIMIBI U YCIOBHS
o0pabotku I1/IH, mpaBa, 00513aHHOCTH M OTBETCTBEHHOCTh YYaCTHUKOB OTHOIIECHUMN, CBSI3aHHBIX
¢ obpadotkoii I1/1H.

«ITonoxenue 06 obecriedeHnn 0€30MACHOCTH MEPCOHANBHBIX JAHHBIX MPH UX 00paboTKe
B HMH(DOPMAIMOHHBIX CUCTEMaxX IEePCOHANBHBIX JaHHBIX», YTBepkIaeHHoe [locTaHoBIEeHUEM
[IpaButensctBa PO ot 17.11.2007 1. No 781.

«[Topsimox mpoBeneHus kinaccuukanuy WHHOPMAITMOHHBIX CHCTEM IEePCOHATBHBIX
JIAaHHBIX», yTBepkAeHHbIA coBMecTHBIM [Ipukazom @CTIK Poccuun Ne 55, @Ch Poccuu Ne 86 u
Munundopmcsszu PO Ne 20 ot 13.02.2008 .

«[Tonoxenne o0 0cOOEHHOCTAX OOPAOOTKU MEPCOHATbHBIX JAHHBIX, OCYIIECTBIISIEMOI
0e3 MCII0IB30BaHUsI CPEJCTB aBTOMATU3AIMNY, yTBepkIeHHoe [locTtanosnennem [IpaButenbcTBa
P® ot 15.09.2008 r. Ne 687.

«TpeboBanus K MarepralbHBIM HOCUTEIISIM OMOMETPUYCCKHUX MEPCOHAIBHBIX TaHHBIX H
TEXHOJIOTHSIM XPaHEHUS TaKUX JaHHBIX BHE WH(GOPMAIMOHHBIX CHCTEM MEePCOHAIBHBIX
JaHHBIX», yTBep:keHHbIe [locTranoBinenuem [IpaBurtenscrea PO ot 06.07.2008 1. Ne 512.

HopmaTtuBHo-MeTonuueckue AokyMeHThl DenepaibHON CIyxObl MO TEXHUYECKOMY H
sKcIepTHOMY KoHTpoito Poccuiickoit @enepanuu (nanee - ®CTOK Poccun) no obecrieueHuro
6e3omacuoctu [1/]n npu ux obpabotke B UCII/IH:

Pexomenpanuu mo oOecniedeHHI0 O€30MAaCHOCTH TEPCOHANBHBIX JIAaHHBIX TPHU  HX
0o0paboTke B HH(MOPMALMOHHBIX CHUCTEMaX IEPCOHANBHBIX JAHHBIX, yTB. 3aM. IHUPEKTOpa
OCTIK Poccun 15.02.08 r. (ACII)

OcHOBHBIE MEPONPUSTHSI 10 OPTraHU3AIUN U TEXHUYECKOMY 00eCTIeueHUI0 0€30MacHOCTH
MEPCOHAIBHBIX JaHHBIX, 00padaThiBaeMbIX B HWH()OPMAIMOHHBIX CHCTEMaX IEPCOHATBHBIX
naHHbIX, yTB. 3am. nupektopa @CTIOK Poccun 15.02.08 r. (ACII)

bazoBass monens yrpo3 0€30MacHOCTH MEPCOHAIBHBIX NAHHBIX TMPH UX 00paboTKe B
MH(OPMAILIMOHHBIX CHCTEMaxX MEPCOHANBHBIX NaHHBIX, yTB. 3am. aupekropa ®CTOK Poccun
15.02.08 r. (ACII)

MeTtoauka ompe/eneHns akTyalbHbIX YTpo3 0€30MacHOCTH MEePCOHATBHBIX JAAHHBIX MPH
ux o0paboTke B MH(POPMAIMOHHBIX CHCTEMax MEPCOHAIbHBIX JAaHHBIX, YTB. 3aM. JUPEKTOpa
OCTIK Poccun 15.02.08 r. (ACII)
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